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DHS S&T SOLICITATION FOR THE
SMALL BUSINESS INNOVATION RESEARCH (SBIR) PROGRAM

1.0 SBIR PROGRAM DESCRIPTION

1.1 SBIR Introduction

The Department of Homeland Security (DHS) Science & Technology Directorate (S&T), hereafter
referred to as DHS S&T, invites small business concerns to submit proposals under this solicitation
for the Small Business Innovation Research (SBIR) Program. Small business concerns with the
capability to conduct research and development (R&D) in any of the topicamgas,described in

encouraging participation by socially and economically disag¥antaged s busing8s concerns in
technological innovation, and increasing the commercial orted research or
R&D results.

The Federal SBIR Program is mandated by the S i i evelopment Act of
1982 (PL 97-219, as amended by PL 106-554). i i HS SBIR Program is in
accordance with the Small Business Administr@ti
SBIR Program presented in this solicitation en
specifically identified by the Science andsliee

ic 4nd technical innovation in areas
irectorate. The guidelines

to DHS and the private sector.

1.2 SBIR Three Phase Rrogram

ram. Phase I awards are up to $100,000 in cost and up to a
Proposals must concentrate on that research or research and
will significantly contribute to proving the scientific, technical, and
commercial proposed effort, the successful completion of which is a prerequisite
for further D Phase II. Several different proposed solutions to a given topic may be
funded. The measure of Phase I success includes evaluations of the extent to which Phase I1
results would have the potential to yield a product or process of continuing importance to DHS
and/or the private sector. Proposers are encouraged to consider whether the research or research
and development they are proposing to DHS also has private sector potential, either for the
proposed application or as a base for other applications.

Subsequent Phase II awards will be made to concerns on the basis of results of their Phase I
projects and the scientific, technical, and commercial merit of the Phase II Proposal. Phase II
awards are up to $750,000 in cost, and up to a 24-month period of performance. Phase II is the
principal research or research and development effort and is expected to produce a well-defined



deliverable prototype. A more comprehensive proposal will be required for Phase II. Further
details are provided in Section 3.7 of this solicitation.

Under Phase I1I, the small business is expected to obtain funding from the private sector and/or
Government sources excluding SBIR funding, to further develop the prototype into viable
product(s) or service(s) for sale to the Government and/or private sector.

This solicitation is for Phase I Proposals only. Only proposals submitted in response to this
Solicitation will be considered for Phase I awards. Only proposals submitted in response to topics
contained in this solicitation will be accepted and considered for Phase I award. Proposers who
were not awarded a contract in response to a prior SBIR Solicitation may update or modify and re-
submit the same or modified proposal if it is responsive to any of the topic ed in Section 8.0 of
this solicitation.

A separate solicitation will not be issued for Phase II of this SBIR Rfog icitagien FY 09.1,
Only those concerns that were awarded Phase | contracts are‘eligible ate in Phases
Il and 111

DHS will select and invite Phase I awardees to submit a tain the
momentum of the Phase I R/R&D and to accomplish ding to a Phase 11

solicitation.

DHS is not obligated to make any awards undégiei III, and all awards are
subject to the availability of funds. DHS is not st§ expended by the proposer
before award of any contract.

Proposal. For both SB Phases I and ary employment of the principal investigator
must be with the sm at the time of the award and during the conduct of the

proposed effort. ans that more than one-half of the principal investigator's
time is spent wi i rimary employment with a small business concern
precludes full-ti other organization. For both Phase I and Phase II, all
research or ent work shall be performed by the small business concern and

small business in ance with the Small Business Act, 15 USC 631, and the definition
included in Section 2.2 of this solicitation.

1.4 SBIR Research and Analytical Work

a. For Phase I, a minimum of two-thirds of the research and/or analytical work shall be
performed by the proposing firm unless otherwise approved in writing by the Contracting Officer.
The percentage of work is usually measured by both direct and indirect costs for Phase 1.

b. For Phase Il, a minimum of one-half of the research and/or analytical work shall be
performed by the proposing firm, unless otherwise approved in writing by the Contracting Officer.
The percentage of work is usually measured by both direct and indirect costs for Phase II.



1.5 SBIR Conflicts of Interest

Awards made to concerns owned by or employing current or previous Federal Government
employees could create conflicts of interest for those employees and could be in violation of
federal law. Such proposers should contact the cognizant Ethics Counselor from the employee’s
Government agency for further guidance.

1.6 Questions about SBIR Solicitation Topics and Proposal Submission

a. Help Desk. All questions about this solicitation, the proposal preparation
and electronic submission should be submitted via e-mail to
STSBIR.PROPOSALS@dhs.gov, or via the Help Desk tg pumber: 1-

p.m. EST.

b. The DHS SBIR web site https://sbir.dhs. c i ess to
the SBIR solicitation, submission of fre i
answers to FAQs, and hyperlinks to o

https://sbir.dhs.gov. The
process before final submis

e is a four (4) step
completion of the

“Submit Proposal” omplete propogdl to be electronically date
SBIR Program Office. Once
the “Submit Pro | selected, an email confirmation

email account upon successful

. e DHS SBIR Program. General questions
SBIR Program should be submitted to
dhs.gov or by calling the DHS SBIR Program

Ms. Elissa I. lewski, SBIR Program Manager, 202-254-6768.

Technical QUestions about Solicitation Topics. From October 29, 2008
through November 12, 2008, this Solicitation is issued for pre-release on
ral Business Opportunities (FedBizOpps) web site
w.fedbizopps.gov) and the DHS SBIR web site (https://sbir.dhs.gov)
with the names of the Technical Point of Contact for each technical topic.
During the period October 29, 2008 through November 12, 2008,
proposers have an opportunity to contact Technical Points of Contact by
telephone or by email to ask technical questions about specific technical
topics. Questions should be limited to specific information related to
improving the understanding of a particular topic’s requirements.
Proposers may not ask for advice or guidance on its solution approach, nor
submit additional material to the Technical Points of Contact.




No further direct contact between proposers and Technical Points of
Contact shall occur from November 12, 2008 through January 5, 2009 for
reasons of competitive fairness. However, proposers may submit written
questions to STSBIR.PROPOSALS@dhs.gov through 2:00 p.m., EST,
December 12, 2008. Questions must be limited to technical information
related to improving the understanding of a particular topic’s
requirements; any other questions, such as those asking for advice or
guidance on solution approach, will not receive a response.

If information given in response to a question is deemed necessary for the
preparation of proposals, that information will be made available to the

public for general viewing on the FedBizOpps websitg
http://fedbizopps.gov and on the DHS website at https:/#bir.dhs.go

f. All proposers are advised to monitor the http# jov and
https://sbir.dhs.gov websites during the soligi i

are proposing.

1.7 Outreach Conferences and Events
The DHS S&T SBIR Program participates in t
and in many state-organized conferences for s
events, visit the website, https://sbir.dhs.qgov
http://www.sbir.gov web site for upcomiig

s New,” or refer to the

BIR outreach events.

2.0 DEFINITIONS

The following definitions apply for of this Solicitation:

2.1 Research or Re
Any activity that is:

opment. Proof of design efforts directed toward projects that
have moved into the development of hardware for test.

d. Engineering Development. Full-scale engineering development projects for
Department of Homeland Security (DHS) or first responder use but which have
not yet received approval for production.

2.2  Small Business Concern

A small business concern is one that at the time of award of a Phase I or Phase II contract meets all
of the following criteria:



a. Organized for profit, with a place of business located in the United States, which operates
primarily within the United States or which makes a significant contribution to the United
States economy through payment of taxes or use of American products, materials, or labor;

b. In the legal form of an individual proprietorship, partnership, limited liability company,
corporation, joint venture, association, trust or cooperative, except that where the form is a
joint venture, there can be no more than 49 percent participation by foreign business
entities in the joint venture;

c. Atleast 51 percent owned and controlled by one or more individuals who are citizens of, or
permanent resident aliens in, the United States, except in the case of a joint venture, where
each entity to the venture must be 51 percent owned and controlled byzone or more

d. Not more than 500 employees, including its affiliates.

Control can be exercised through common ownership, commo tractual
relationships. The term "affiliates" is defined in greater detai Phe term
"number of employees" is defined in 13 CFR 121.106.

A business concern may be in the form of an individual p ship, pastnérship, limited
liability company, corporation, joint venture, assogidbi 1ve. Further information

may be obtained at http://sba.gov/size, or by ¢ i ificss Administration's
Government Contracting Area Office or Offic i

2.3 Research Institution
A Research Institution is any organjati ated i ed States that is:

a. A university;

b. A nonprofit institution as defified in sectioff 4(5) of the Stevenson-Wydler Technology
Innovation Act

unded research and development center (FFRDC), as
Foundation in accordance with the government-wide
1ssued in accordance with section 35(c)(1) of the Office of
ct. (See http://www.nsf.gov/statistics/ffrdc/ for a list of

A socially and e ally disadvantaged small business concern is one that is at least 51%
owned and controlled by one or more socially and economically disadvantaged individuals, or an
Indian tribe, including Alaska Native Corporations (ANCs), a Native Hawaiian Organization
(NHO), or a Community Development Corporation (CDC). Control includes both the strategic
planning (as that exercised by boards of directors) and the day-to-day management and
administration of business operations. See 13 CFR 124.109, 124.110, and 124.111 for special rules
pertaining to concerns owned by Indian tribes (including ANCs), NHOs or CDCs, respectively.



2.5 Women-Owned Small Business Concern

A women-owned small business is one that is at least 51 percent owned and controlled by one or
more women, or in the case of a publicly owned business, at least 51 percent of the stock of which
is owned by women, and who also control and operate it. "Control" in this context means
exercising the power to make policy decisions. "Operate" in this context means being actively
involved in the day-to-day management of the business.

2.6 Funding Agreement

Any contract, or grant, or cooperative agreement entered into between any Federal Agency and
any small business concern for the performance of experimental, developmental, or research
work funded in whole or in part by the Federal Government.

2.7 Subcontract

A subcontract is any agreement, other than one involving an e
entered into by an awardee of a funding agreement calling i ices for the

performance of the original funding agreement. This in . Scction 3.5.b (9)
of this solicitation.

2.8 Commercialization

Commercialization is the process of developingimark or services and delivering
products or services for sale (whether by the or r by others) to Government or
commercial markets.

2.9 Essentially Equivalent Wor

This occurs when (1) substantially A
bmitted tg
same research is submi iffefent Federal agencies for review and funding
consideration; or (3 ific research objective and the research design for accomplishing an
objective are the ely relatedhin two or more proposals or awards, regardless of the
funding sourc

2.11 Historically Underutilized Business Zone (HUBZone) Small Business Concern

HUB Zone small business concern means a small business concern that appears on the List of
Qualified HUB Zone Small Business Concerns maintained by the Small Business Administration.
See http://www.sba.gov/hubzone for more details.

2.12 Service-Disabled Veteran

A veteran with a disability that is service connected as defined in Section 101 (16) of Title 38,
United States Code.



2.13 Small Business Concern Owned and Controlled by Service-Disabled Veterans
A small business concern that:

a. not less than 51 percent of which is owned by one or more service-disabled veterans or, in
the case of any publicly owned business, not less than 51 percent of the stock of which is
owned by one or more service-disabled veterans; and

b. the management and daily business operations of which are controlled by one or more
service-disabled veterans or, in the case of a veteran with permanent and severe disability,
the spouse or permanent caregiver of such a veteran.

2.14 Small Business Concern Owned and Controlled by Veterans

A small business concern that:

a. not less than 51 percent of which is owned by one or more/vcteha ¢ Case of any

publicly owned business, not less than 51 percent of t ) ed by one or
more; and

b. the management and daily business operations i one or more
veterans.

2.15 United States

"United States" means the fifty states, the territQi ions of the Federal Government,
the Commonwealth of Puerto Rico, the Re i 11 Islands, the Federated States of

a. a citizen or national of the United States; or
b. a lawful permanent resident; or

c. aprotected individual as defined by 8 U.S.C.1324b(a)(3).

"Lawful permanent resident" is a person having the status of having been lawfully accorded the
privilege of residing permanently in the United States as an immigrant in accordance with the
immigration laws and such status not having changed.

10



"Protected individual" is an alien who is lawfully admitted for permanent residence, is granted the
status of an alien lawfully admitted for temporary residence under 8 U.S.C.1160(a) or 8
U.S.C.1255a(a)(1), is admitted as a refugee under 8 U.S.C.1157, or is granted asylum under
section 8 U.S.C.1158; but does not include (i) an alien who fails to apply for naturalization within
six months of the date the alien first becomes eligible (by virtue of period of lawful permanent
residence) to apply for naturalization or, if later, within six months after November 6, 1986, and
(i) an alien who has applied on a timely basis, but has not been naturalized as a citizen within 2
years after the date of the application, unless the alien can establish that the alien is actively
pursuing naturalization, except that time consumed in the Service's processing the application shall
not be counted toward the 2-year period.

3.0 PROPOSAL PREPARATION INSTRUCTIONS AND REQ

3.1 Proposal Requirements
A proposal to any topic under the DHS S&T SBIR Progra ide's gt information to

approach to the investigation of an important scientific’o i m and is worthy of
support under the stated criteria. The proposed res elopment must be
responsive to the chosen topic, although need specified in the topic (see
Section 4.1 of this solicitation). Any small bu i roposal for work on any
specific topic shall determine that (a) the techn
the topic objective, (b) this approach is damesative, not routingy with commercial application, and
e technical approach, i.e., has or can obtain

Classified proposals will not be accgpted under thi§ DHS S&T SBIR Solicitation and will be
appropriately destroyed i

evaluated.

a. Submity osal electronically via website (https://sbir.dhs.gov) and prepare your
SBIR Proposal as instructed on the website. A complete Proposal consists of the Proposal
Cover Sheets, Technical Proposal and Cost Proposal. Your Proposal is not a complete
submission unless it has been finalized within the electronic submission system. You will
receive email confirmation that your proposal has been submitted. If you do not receive an
email, contact the Help Desk or the SBIR Program as instructed in Section 1.6 of this
solicitation.

b. The proposal adheres to the topic criteria and the proposal cost adheres to the funding
thresholds specified in this solicitation. The cost on the cover sheets matches the cost on
the Cost Proposal.

11



c. The Project Summary on the cover sheets contains NO proprietary information. In the
event of an award, this project summary will be posted at https://sbir.dhs.gov. Mark
proprietary information within the Technical Proposal as instructed in Section 5.6 of this
solicitation.

d. The content in the Technical Proposal, including supporting data (if applicable), must
include all of the items in Section 3.5(b) of this solicitation in the order specified.

e. The header on each page of your Technical Proposal must contain your company name,
topic number, and proposal number. (The header may be included in the one-inch margins.)

f. Limit your proposal to the page limitations established for Phase I and/or Phase II
proposals.

g. Use a type size no smaller than a 12-point font on standard 8
inch margins

h. The Technical Proposal must not be in two-column fo

Section 5.6 of this solicitation.

3.4 Limitations on Length of P

This solicitation is designed to red
preparing a formal propgsal. Those W

ent proposal of no more than the page limitations
oposals, including proposal cover sheets and cost

The Phase | Proposal length is limited to 25 pages.

a. Proposal Cover Sheets. Prepare the Proposal Cover Sheets (as provided on the electronic
submission website https://sbir.dhs.gov), including a brief technical abstract of the
proposed R&D project and a discussion of anticipated benefits and potential commercial
applications. Once you save the cover sheets, the system will assign a proposal number.
You may edit the cover sheets as often as necessary until the solicitation closes. Your
cover sheets will count as the first two pages of your proposal no matter how they print out.
If your proposal is selected for award, the technical abstract and discussion of anticipated

12



benefits will be publicly released on the DHS S&T SBIR website; therefore, do not include
proprietary or classified information in these sections.

. Technical Proposal. Create a single file that covers the following items in the order given
below. Begin your Technical Proposal on Page 3 (since the cover sheets are pages 1 and 2)
and put your company name, topic number, and proposal number in the header of each
page. (The header may be included in the one-inch margins.) The Technical Proposal file
must be in Portable Document Format (PDF) for evaluation purposes. You cannot upload
the Technical Proposal to the DHS S&T submission website until you have created the
cover sheets and have been assigned a proposal number. Perform a virus check before
uploading the Technical Proposal file. If a virus is detected, it may cause rejection of the

(1) Identification and Significance of the Problem or Opp ity. the specific
Technical Problem or opportunity addressed and itsgi * i
your Proposal.)

(2) Phase I Technical Objectives. Enumerate i jecti he Phase I work,
including the questions it will try to answer to
approach.
The Plan must indicate what is plan where the work will be carried

proposed concept. The
discussed explicitly anc il. Thi§Section must be a substantial portion of the total
proposal.

owing: (a) shprt description, (b) client for which work was performed (including
idual to begontacted and phone number), and (c) date of completion.

(5) Rel ith Future Research or Research and Development. (a) State the
anticipated results of the proposed approach, assuming project success. (b) Discuss the
significance of the Phase I effort in providing a foundation for Phase II research or
research and development effort.

(6) Commercialization Strategy. Describe, in approximately two (2) or more pages, your
company's strategy for commercializing this technology in the DHS, other Federal
Agencies, and/or private sector markets. Provide specific information on the market
need the technology will address and the size of the market. Also, include a schedule
showing the quantitative commercialization results from this SBIR Project that your

13



company expects to achieve and when (i.e., amount of additional investment, sales
revenue, etc.).

(7) Key Personnel. Identify key personnel who will be involved in the Phase I effort
including information on directly related education and experience. A concise resume
of the principal investigator, including a list of relevant publications (if any), must be
included. All resumes will count toward the 25-page limitation. In addition to Key
Personnel, identify any non-U.S. citizen(s) that you expect to be involved on this
project, their country of origin and level of involvement.

(8) Facilities/Equipment. Describe available instrumentation and physical facilities
necessary to carry out the Phase I effort. Items of equipment to bepurchased (as
detailed in the Cost Proposal) must be justified under this Sg state whether

to, the following groupings: airborne emissions, w rnal radiation
levels, outdoor noise, solid and bulk waste disp g and storage
of toxic and hazardous materials.
(9) Subcontractors/Consultants. Involvement o rsity orj@ther subcontractors or
consultants in the project may be app i this solicitation). If
nd identified in the Cost
Proposal. A minimum of two-third§iof 't r analytical work in Phase I,

as measured by direct and indirect ¢ ied out by the proposing small
business concern, unless o ? ing by the Contracting Officer. No
portion of an SBIR away ack to any Federal Government

Agency or Federally Funded Researchi@nd Dévelopment Centers (FFRDCs). SBA may
i sion after review of the DHS written
justification that include nformation: (a) an explanation of why the

j heusC of the Federal/FFRDC facility or personnel,
e absence of non-federal facilities or personnel capable of
: (b) why the Agency will not and cannot fund the use of

(10) nt, or Pending Support of Similar Proposals or Awards. Warning --
While it 1s permissible, with proposal notification, to submit identical proposals or
proposals containing a significant amount of essentially equivalent work (see Section
2.9 of this solicitation) for consideration under numerous Federal Program
Solicitations, it is unlawful to enter into contracts or grants requiring essentially
equivalent effort. If there is any question concerning this, it must be disclosed to the

soliciting agency or agencies before award.

If a proposal submitted in response to this Solicitation is substantially the same as
another proposal that has been funded, is now being funded, or is pending with
another Federal Agency, the proposer must so indicate on the Proposal Cover Sheet
and provide the following information:

14



(a) Name and address of the Federal Agency(s) to which a proposal was submitted, will
be submitted, or from which an award is expected or has been received.

(b) Date of proposal submission or date of award.
(c) Title of Proposal.

(d) Name and title of principal investigator for each proposal submitted or award
received.

(e) Title, number, and date of solicitation(s) under which the proposal was submitted,
will be submitted, or under which award is expected or has been received.

(f) If award was received, state contract number.

(g) Specify the applicable topics for each SBIR Proposal g
received.

c. Cost Proposal. Complete the Cost Pro
Breakdown Guidance, using the onli
submission web site. Some items i
https://www.sbir.dhs.gov/reference

t. Title to property furnished by the Government or acquired with
Government funds will be vested with DHS unless it is determined that transfer of
title to the contractor would be more cost effective than recovery of the equipment
by DHS.

(3) Cost for travel funds must be justified and related to the needs of the project. DHS
requests that you budget, as a minimum, travel to attend a one day meeting with
Science & Technology program management personnel. Reasonable travel costs
may include this one day meeting. This meeting may consist of a Phase I Kick-Off
meeting or a presentation of your project findings to your Phase I Program
Manager. Travel will typically be performed at the beginning of your Phase I
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award or at the conclusion of the Phase I effort; depending on the Science &
Technology Program Manager’s determination.

(4) Cost sharing is permitted for proposals under this solicitation; however, cost
sharing will not be considered nor will it be an evaluation factor in the
consideration of a Phase I Proposal.

(5) The Cost Proposal template on the electronic submission web site is required to
complete the Cost Proposal. If additional Cost Proposal information is required, it
may be placed at the end of your Technical Proposal (and included in the page
count limitation).

3.6 Page Numbering

Number all pages of your proposal cg
Technical Proposal begins on page/

3.7 Phase Il Proposal Invitatio

This solicitation is for . roposal can be submitted only by a Phase I
awardee and only i st from the Contracting Officer. DHS S&T Program
Managers for the

invitations depend upod the number of Phase I awards made in the topic, the availability of
funding, an

The DHS S&T SBIR Program may recommend to a Contracting Officer that a Phase I contractor
be invited to submit a Phase II Proposal, beginning no earlier than two thirds (2/3) into the Phase
I period of performance. (Example: four months into a six month period of performance.)
While some Phase II invitations will be made prior to completion of the Phase I period of
performance, funding is reserved for those deserving Phase I projects that require the maximum
period of performance to complete the Phase I effort. DHS will evaluate each Phase II Proposal
when received, and if the proposal is deemed to be highly rated, will enter into negotiations for
award. The goal is to accelerate the technology development and reduce, or eliminate, the gap
between the Phase I and Phase II efforts.
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An invitation to submit a Phase II Proposal is the onset of the Phase II review process and is not
a commitment for award. An invitation to submit a Phase II Proposal does not qualify as a Phase
IT award; each Phase II Proposal must meet the SBIR Phase II criteria in the Solicitation, as well
as undergo the DHS source selection process. Phase II Proposals must be received no later than
45 days from the Phase II invitation status notification.

Phase I awardees that do not receive an invitation to submit a Phase II Proposal may submit a
Phase II Proposal. However, non-invited Phase I awardees may conclude that DHS assessed the
accomplishments of the Phase I effort and determined it did not demonstrate further
consideration beyond the Phase I funding level.

All Phase I awardees will be notified of Phase Il invitation status after e eriod of
performance has been completed.

3.8 Phase Il Proposal Format

Phase II Proposal is limited to 50 pages, using a type size int font on

a. Each Phase Il Proposal must contain Prop nical Proposal, Cost
i i ee Section 3.8 (d) of this
solicitation. In addition, each Phase 11 pproximately two or more
pages of a Commercialization Strategy

The Comm lization Strategy must also include a schedule showing the quantitative results
from the Pha ojectghiat your company expects to report in its Company Commercialization
Report Updates o 1 after the start of the Phase II, at the completion of Phase II, and after the
completion of Phase II (i.e., amount of additional investment, sales revenue, etc. — see Section 4.4
of this solicitation).

c. Cost Match. Proposers that request Phase II Cost Match funds have an opportunity in the
Commercialization Strategy to present the compelling value of the proposed Phase 11
Project. The Commercialization Strategy should provide qualitative and quantitative
information directly related to the Cost Matching; explaining the improved time interval
or acceleration between the completion of Phase Il work and the of launching of the
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innovative products, processes, or services into the marketplace. Additional Phase II
Cost Match guidance can be found in Section 3.10 of this solicitation

d. Company Commercialization Report

For those concerns that have received prior SBIR Phase II funding, a succinct
Commercialization Report must be included with the Proposal. The Company
Commercialization Report is submitted online in accordance with Section 3.8 (a) of this
solicitation. The following are examples of company commercialization data expected in
the Commercialization Report. Additional Commercialization Reporting requirements and
Commercialization Update requirements can be found in Sections 4.4.and 5.4 of this
solicitation.

1. Any business concern or subsidiary established for the tion of a

product or service for which an SBIR award is ma

percial appl

conducted under each Phase II award;

3. Additional investment from any sou hase II awards, to
further the research and developme tion conducted under each
Phase II award.

5. The number of patents i e contractor’s participation in the SBIR
Program.

Update the j any Commercialization Report for any prior Phase II award
received b . The ¢ompany may apportion sales or additional investment

3.9 False Statements

Knowingly and willfully making any false, fictitious, or fraudulent statements or representations,
may be a felony under the False Statement Act (18 U.S.C. §1001), punishable by a fine of up to
$10,000, up to five years in prison, or both.

3.10 SBIR Phase Il Cost Match

a. General Provisions of the DHS SBIR Cost Match Program. The DHS SBIR Program
has implemented a Cost Match Program for SBIR projects to attract matching cash from
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an outside investor for the Phase II SBIR effort. The purpose is to focus SBIR funding
on those projects that are most likely to be developed into viable new products that DHS
and others will buy and that will thereby make a major contribution to homeland security
and/or economic capabilities. The cost match can occur at the time of award, or during
the Phase II period of performance.

Outside investors may include such entities as another company, a venture capital firm,
an individual investor, or a non-SBIR government program; they do not include the
owners of the small business, their family members, and/or affiliates of the small
business. The outside investors must commit a minimum of $100,000 up to a maximum
of $500,000 in order to be considered for DHS S&T SBIR cost matchenDHS will, at its

Fasic a will be
made for a maximum of $750,000 and the cost match award A maximum
of $250,000. The total cumulative SBIR funding for the Pt SDHS cost
match cannot exceed $1,000,000. Outside investors S i bove the
$1,000,000 cost match ceiling, however, DHS SBI
$250,000 maximum.

The additional work proposed should be a i al work being
performed in the Phase II project and
Phase II project.

How to Qualify for the SBIR Rhase
Match program, a company
a Phase II awardee. The co

o qualify for the SBIR Cost
submitting a Phase II Proposal or
o discuss the application with the SBIR
Phase II Proposal instructions and guidance,
but provide the cost match d i d request for matched funding.

a. State thatithe’outside investor will match funding in the SBIR Phase II
proposald/in cash, and state the amount of the outside investment, contingent
mpany's selection for Phase II award.

b. Certify that the outside funding proposed in the application qualifies as a Cost
Match investment, and the investor qualifies as an "outside investor," as
defined above.

c. Provide a brief statement (less than one page) describing that portion of the
effort that the investor will fund. The investor's funds may pay for additional
research and development on the company's SBIR project or, alternatively,
they may pay for other activities not included in the Phase I Statement of
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C.

Work, provided these activities further the development and/or
commercialization of the technology (e.g., marketing).

d. Provide qualitative and quantitative information reflecting any additional
Period of Performance to complete the new or expanded effort. Provide a
concise Statement of Work for the Cost Match effort (less than four pages)
and detailed Cost Proposal (less than one page).

3. The outside investor must provide:

Match; however Governme
$250,000 maximum.

4. The Transfer of Investo

other Government agency will be coordinated with the
Contracting Officer. IMPORTANT: If the Contracting

days, the conmipany will be ineligible to compete for a Phase II Cost Matching
ding, und€ss a specific written exception is granted by the DHS SBIR Program

Failure to meet these conditions in their entirety and within the time frames
indicated may disqualify a company from participation in the SBIR Cost Match.
DHS maintains the right to award some, all, or none of the Phase II Cost Match
requests. Phase II Cost Match funding is contingent upon, number of
applications, availability of funds, and proper certification of investor funds.

Additional Reporting Requirement.
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In the company's final Phase II Progress Report, a brief accounting must be included (in
the company's own format or format that has been provided by the DHS PM) of how the
investor's funds were expended to support the project.

4.0 METHOD OF SELECTION AND EVALUATION CRITERIA
4.1 Introduction
SBIR Proposals will be processed and distributed to the appropriate technical program manager

within DHS for evaluation and action. DHS Program Managers may seek technical advice from
Federal Government employees and/or from technical and business expe ay be non-

to handle the administrative functions for the SBIR Program. gontractofs will be
bound by appropriate non-disclosure agreements to protec i LICS

Phase I SBIR Proposals will be evaluated on a iti i ill be considered to be
binding for six (6) months from the date of clo itation unless the proposer states
otherwise. If selectlon has not been mag s expiration date, proposers may be
. Proposals meeting stated

d/or engineers knowledgeable in the
itation topic but does not use the exact
clevant. (Prospective proposers shall contact the
ot this solicitation to determine whether

approach specified in the topic will
DHS SBIR Program as described in
submission of such a

topic, to ma i ber of awards, or, to be liable for any costs expended by the proposer
prior to award

For proposals that have been selected for contract award, a Contracting Officer will prepare a
contract to be signed by both parties before work begins. Any negotiations that may be necessary
will be conducted between the proposer and the Contracting Officer. It should be noted that only a
duly appointed Contracting Officer has the authority to enter into a contract on behalf of the U.S.
Government.

Prior to receiving a contract award, the proposer must be registered in the Central Contractor
Registration (CCR) database. For information regarding registration, call 1-888-227-2423 or visit
http://www.ccr.gov.
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Phase II Proposals will be subject to a technical review process similar to Phase I. Final decisions
will be made by the DHS Source Selection Authority (SSA) based upon the scientific and technical
evaluations and other factors, including a commitment for Phase III follow-on funding, the
possible duplication with other research or research and development, program balance, budget
limitations, and the potential of a successful Phase II effort leading to a product of continuing
interest to DHS. DHS is not obligated to make any awards under Phase II, and all awards are
subject to the availability of funds. DHS is not liable for any costs expended by the proposer prior
to award of a contract.

Upon written request and after final award decisions have been announced, evaluation results will
be provided to unsuccessful proposers on their Phase II Proposals (see Section 6.4 of this
solicitation).

administrative purposes only, by support contractors. All suppo 3 i subject to the
terms of their signed non-disclosure agreements.

Phase I and Phase II Proposals will be evaluated for str
using the following definitions:

n terms of the quality of
and 1s expected to

a. Strength - An aspect of a proposal that
the Proposer’s performance, cost effec
contribute to successful contract perfo

b. Weakness - A ﬂaw in the praposal that 1sk of unsuccessful contract

osal is a flaw that appreciably

c. Deficiency - A 1 i ¥Sal to meet a Government requirement or a
combination nificant weaknesses in a proposal that increases the risk of

The followi e used in the evaluation of Phase I and Phase II Proposals
Excellent onstration that all SBIR FY 09.1 requirements are met or exceeded
by the propose dlsplay ofithe highest levels of innovation, technical competence, personnel

expertise, an commercialization. The proposal fully and completely meets the
expectations and sets forth plans and approaches that show a high probability of meeting DHS’
S&T Directorate. Proposals in this category are strongly recommended for funding. Has
strengths that will significantly benefit the Government.

Very Good: Approaches and planning considerations demonstrate that the proposer is able to
interpret goals and project them clearly into concise plans. Proposer demonstrates an awareness
of the subtle interactions influencing system design; technical and planning efforts show strong
promise of meeting DHS’ S&T Directorate requirements. Proposals in this category are
recommended for funding. Has one or more strengths that will benefit the Government.
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Good: Plans and approaches are provided to the extent requested, and key or pivotal points have
been satisfactorily addressed in the proposal. The proposer has presented an orderly plan to meet
the stated goals, but the proposal does not necessarily demonstrate any exceptional features,
innovations, or originality. The technical analyses satisfactorily meet requirements and are
technically correct. Funding of proposals in this category is dependent on availability of funds.
Few or no strengths.

Fair: The proposal indicates a shallow understanding of the problem. The technical analyses
only marginally meets the goals, and the proposer fails to demonstrate a reasonable probability
of successfully performing the desired task or commercializing the resulting product. Funding of
proposals in this category is dependent on availability of funds.

Unacceptable: Does not meet the SBIR FY 09.1 criteria. Not recom ding.

4.2 Evaluation Criteria - Phase |

b. The qualifications of the proposed prin i i supporting staff, and
consultants. Qualifications include not to perform the research and
development but also the abilit C

Government. Memb he evaluation team may presume that the technical approach provided by
the proposer serve or mix and labor hours used.

towards the 2

4.3 Evaluation Criteria — Phase 11

The Phase II Proposal will be reviewed for overall merit based upon the criteria below in
decreasing order of importance:

a. The soundness, technical merit, and innovation of the proposed approach and its
incremental progress toward topic or subtopic solution.

b. The potential for commercial (Government or private sector) application and the benefits
expected to accrue from this commercialization as assessed utilizing the criteria in Section
4.4 of this solicitation.
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c. The qualifications of the proposed principal/key investigators, supporting staff, and
consultants. Qualifications include not only the ability to perform the research and
development but also the ability to commercialize the results.

Each Cost Proposal will be evaluated for cost realism and reasonableness, and overall best value to the
Government. Members of the evaluation team may presume that the technical approach provided by
the proposer serves as a rationale for the labor mix and labor hours used.

Phase II Proposal evaluations may include on-site evaluations of the Phase I effort by
Government personnel.

4.4  Assessing Commercial Potential of Proposals
The commercial potential of a Proposal will be assessed using the

a. The proposer's commercialization strategy [see Sectiong.5.b (6)0f this solidifation] and, as
discussed in that strategy:

(1) any commitments of additional investment i ingPhase II from the

(2) any Phase III follow-on funding co
b. The proposer's record of commercializi

A Report showing that the proposing company 1 se Il awards will not affect its
‘ evaluated for commercial potential

I Awards. The number of Phase I awards will be consistent with the
Science and Technology Directorate’s budget, and the number of anticipated Phase 11
contracts. No Phase I contracts will be awarded until all qualified proposals (received in
accordance with Section 4.2 of this solicitation) on a specific topic have been evaluated.
Proposers will be notified of selection/non-selection within three (3) months of the closing
date of this Solicitation.

b. Type of Funding Agreement. All winning proposals will be funded under negotiated
contracts and may include a reasonable fee or profit consistent with normal profit margins
provided to profit-making concerns for R/R&D work, the firm-fixed-price acquisition
vehicle will be used for all Phase I contracts.
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Average Dollar Value of Awards. Phase I awards to small businesses will typically cover
a one-half person-year effort over a period not to exceed six months (subject to
negotiation). Public Law 102-564 allows agencies to make Phase I awards up to $ 100,000
without justification.

Timing of Phase | Awards. The anticipated time between the date that this Solicitation
closes and the award of the Phase I is less than six (6) months.

5.2 Phase Il Awards

a.

5.3 Phase I Report

Number of Phase Il Awards. The number of Phase Il awards will depend upon the
results of the Phase I efforts and the availability of funds. DHS anticipates that

Type of Funding Agreements. Each Phase II Pr C award will be
funded under a negotiated contract and may incl cWlee profit consistent
with normal profit margins provided to profit-

Average Dollar Value of Awards. Phase i i over two (2) to five (5)
person-years of effort over a period gen
that the Phase II awards may be up to

Timing of Phase Il Awards. Phase I de incrementally, as quickly as
possible, to maintain the momea of the Phase I effort. The Phase II Proposal invitation
process is an attempt to ident ase I awardees deserving of Phase I1
awards. DHS reserves thafright to evalgate individual Phase 11 Proposals when received
and make Phase II Proposallinvitations in€tementally, to some, all, or none of the Phase I
participants.

Content. i i ed for each Phase I Project. The Report must address in
detail i i performed, results obtained, and estimates of technical
i ly Status Reports and Progress Reports will be required by
reports will be mutually agreed upon between DHS and the

of contractors to submit Phase II Proposals.
Preparation.

1) If desirable, language used by the company in its Phase II Proposal may also be
used in the Final Report.

2) For each unclassified report, the company submitting the Report shall specify one
of the following statements it will use:

a) Approved for public release; distribution unlimited.
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b) Distribution authorized to U.S. Government Agencies only; contains proprietary
information. Note: DHS, after reviewing the company's entry, has final
responsibility for assigning a distribution statement.

c. Submission. The company shall submit an electronic copy of the monthly reports and final
report on each Phase I project in accordance with the Phase I contract and negotiated
schedule via the DHS website: https://sbir.dhs.gov. Submission of the monthly reports are
normally every 30 days after the project start date, and the final report submission schedule
will normally be within 15 days after completion of the Phase I technical effort.
Contractors shall include the company name, topic number, proposal number and contract
number in each report. Submission instructions will be provided in the awarded contract
and on the DHS website: https://sbir.dhs.gov.

5.4 Commercialization Updates in Phase 11

If, after completion of Phase I, the contractor is awarded a
be required to periodically update the following comm:.
through the website at https://sbir.dhs.gov

a. Sales revenue from new products an
technology;

ral SBIR Program in activities that

b. Additional investment from sources ot
iali ase II technology;

further the development and/or coua

years after the completion of Phase II.

5.5 Payment Schedule

The specific payment schedule (including payment amounts) for each contract will be incorporated
into the contract upon completion of negotiations between the Government and the successful
Phase I or Phase II proposer. Successful proposers may be paid periodically as work progresses in
accordance with the negotiated price and payment schedule. Phase I contracts are primarily firm-
fixed-price R&D contracts, under which monthly payments may be made. Final payment will
follow completion of contract performance and acceptance of all work required under the contract.

Phase II funding awards may be Cost Reimbursement type contracts. Interim payments will be
permitted in accordance with the negotiated price and payment schedule. Provisions for payment
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of a fee or profit will be permitted. Final payment will follow completion of contract performance
and acceptance of all work required under the Contract. Milestone billing payments may be used
by DHS in the Phase II Contract awards. Cost-Plus-Fixed-Fee (CPFF) Contracts will be awarded.

5.6 Markings of Proprietary Proposal Information

The proposal submitted in response to this solicitation may contain technical and other data that
the proposer does not want disclosed to the public or used by the Government for any purpose
other than proposal evaluation. Information contained in unsuccessful proposals will remain the
property of the proposer except for the proposal cover sheet. The Government may, however,
retain copies of all proposals. Public release of information in any proposal submitted will be
subject to existing statutory and regulatory requirements.

If proprietary information is provided by a proposer in a proposal th i athade secret,
proprietary commercial or financial information, or personal infopfiatie , itwill be treated

in confidence, to the extent permitted by law, provided this inf; i ed by the
proposer with the term "PROPRIETARY" (do not use "Co enti 1") agd provided that
the following legend that appears on the Proposal Cover
"This data, except the proposal cover sheet, shall n sclosed ut§ide the Government
and shall not be duplicated, used, or discl r any purpose other

than to evaluate the proposal. If a contraft i oser as a result of or in
connection with the submission of thes
in"the contract. This restriction
does not limit the Governments i ioh contained in the data if it is

further consideration a; i | 7 liability for inadvertent disclosure. The
Government will i inati roperly marked information to within official channels.
In addition, each taining proprietary data which the proposer wishes to

including the wor OPRIETARY" (do not use "Company Confidential") in both the header
and footer on that page. The Government assumes no liability for disclosure or use of unmarked
data and may use or disclose such data for any purpose.

In the event properly marked data contained in a proposal in response to this solicitation is
requested pursuant to the Freedom of Information Act, 5 USC §552, the proposer will be advised
of such request and prior to such release of information will be requested to expeditiously submit
to DHS a detailed listing of all information in the proposal which the proposer believes to be
exempt from disclosure under the Act. Such action and cooperation on the part of the proposer
will ensure that any information released by DHS pursuant to the Act is properly determined.
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5.7 Copyrights

With prior written permission of the Contracting Officer, the awardee may copyright and publish
(consistent with appropriate national security considerations, if any) material developed with DHS
support. DHS receives a royalty-free license for the Federal Government and requires that each
publication contain an appropriate acknowledgment and disclaimer statement.

5.8 Patents

Small business concerns normally may retain the principal worldwide patent rights to any
invention developed with Government support. The Government receives a royalty-free license
for its use, reserves the right to require the patent holder to license others in_certain limited

circumstances, and requires that anyone exclusively licensed to sell the n the United
States must normally manufacture it domestically. SBIR awardees ions to the
awarding agency within two months of the inventor’s report to the/ 5 may report

5.9 Technical Data Rights

Rights in technical data, including software, devel terms offany contract resulting
from proposals submitted in response to this so i with the contractor,

except that the Government obtains a royalty-
Government purposes during the period comm
years after completion of the project und i

ract award and ending four (4)
generated. Upon expiration of the

Upon award of a contr required to make certain legal commitments
through acceptance vernment contract clauses in the Phase I Contract. The outline that
follows is illustratgye of isions required by the Federal Acquisition Regulation that
will be includ " This is not a complete list of provisions to be included in
Phase I contgicts, nor does it contaift specific wording of these clauses. Copies of complete

general cla isi be made available prior to contract award.

Inspection. Work performed under the contract is subject to Government inspection and
evaluation at all reasonable times.

c. Examination of Records. The Comptroller General (or a fully authorized representative)
shall have the right to examine any directly pertinent records of the contractor involving
transactions related to this contract.

d. Default. The Government may terminate the contract if the contractor fails to perform the
work contracted or fails to make progress during performance under the contract.
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e. Termination for Convenience. The contract may be terminated at any time by the
Government if it deems termination to be in its best interest, in which case the contractor
will be compensated for work performed and for reasonable termination costs.

f. Disputes. Any dispute concerning the contract that cannot be resolved by agreement mayl
be decided by the Contracting Officer with a right of appeal.

g. Contract Work Hours. The contractor may not require an employee to work more than
eight hours a day or forty hours a week unless the employee is compensated accordingly
(that is, receives overtime pay).

h. Equal Opportunity. The contractor shall not discriminate against any employee or

applicant for employment because of race, color, religion, sex, or origin.
i. Affirmative Action for Veterans. The contractor shall not d gainst any
employee or applicant for employment because he or she is*aidis an|\or veteran of

the Vietnam era.

j. Affirmative Action for Handicapped. The contra ingfc against any
employee or applicant for employment because '
handicapped.

k. Officials Not to Benefit. No member of, shall benefit from the
contract.

1. Covenant Against Contingent Fees. as been employed to solicit or

secure the contract upon an undg i tion except bona fide employees or

by the Government if any gratuities have been
ent to secure the contract.

Before a contract can be awarded to a successful proposer under this Solicitation, the proposer
must be registered in the Central Contractor Registration (CCR) database. The CCR allows
Federal Government contractors or concerns interested in conducting business with DHS to
provide basic information on business capabilities and financial information. To register, visit
http://www.ccr.gov or call 1-888-227-2423.
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5.12 Additional Information

a. General. This Program Solicitation is intended for informational purposes and reflects
current planning. If there is any inconsistency between the information contained herein
and the terms of any resulting SBIR Contract, the terms of the contract are controlling.

b. Small Business Data. Before award of an SBIR Contract, the Government may request the
proposer to submit certain organizational, management, personnel, and financial
information to confirm responsibility of the proposer in accordance with FAR Part 9.

c. Proposal Preparation Costs. The Government is not liable for any costs expended by the
proposer before award of any contract.

d. Government Obligations. This Program Solicitation is not an Q overnment
and does not obligate the Government to make any specific
awards under this program are contingent upon the availabt

of the Federal Government.

d under the DHS SBIR
be made to recipients of

f. Unsolicited Proposals. Unsolicited Pro
Program in either Phase I or Phase II.
Phase I or Phase II awards.

g. Classified Proposals. Classified
Solicitation.

6.0 SUBMISSION OF PROPO

Each Proposal must be submitted onithe gtronic submission website at https://sbir.dhs.gov

6.1 ubmission

For complete electronic proposal submission on the DHS electronic submission website, first
prepare the Proposal Cover Sheets (select "Prepare/Edit Phase I Cover Sheet" from the Main
Menu). The website will assign the Cover Sheet a Proposal Number, which will be used for
tracking throughout the submission process. Prepare the Technical Proposal in a single Portable
Document Format (PDF) file, check it for viruses, and upload it to the submission website,
following instructions on the web site. The Cost Proposal may be submitted either using the on-
line template or as the last page(s) of your Technical Proposal file.

Technical Proposals must be a single file, including all graphics and attachments, should have the
company name and proposal number (from the cover sheets) in the header, and must be in PDF.
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Proposers shall conduct a virus check on each Technical Proposal prior to uploading. Every
uploaded file will be scanned for viruses by the DHS. If a virus is detected, the file will be deleted
and may cause rejection of the proposal.

Once uploaded, the Technical Proposal file may be viewed or downloaded from the website by
clicking on the Check Upload button. Proposers are responsible for verifying that the Technical
Proposal was received and converted properly. Technical Proposals may be uploaded as often as
necessary, each time overwriting the file previously submitted. Once a file is overwritten, the
previous version is NOT retrievable. Proposers electing to modify their Proposals in any way shall
allow enough time to upload a complete updated Proposal. Failure to provide a complete
modification by the Solicitation closing will render the proposer’s proposalasslate” regardless of

Upon successful submission of your Proposal, an email confirmatfot prwarded to
your email account. Signatures are not required on the cover

electronic submission. If your Proposal is selected for awa

6.2 Proposal Deadline

Proposals will be accepted from November 1 09. The Deadline for

electronic receipt of proposals is 4:30 pm EST Proposals must be completely
submitted to the DHS submission websi i ing time of 4:30 pm EST, on

January 5, 2009. Complete submisg 2 i
three (3) parts: Cover Sheets, Techfii
and fully transmitted to the DHS s
solicitation deadline is firm. As th¢

t Proposal) has been properly completed
e and electronically date stamped. The
s near, heavy traffic on the web server may

1ons, so as to reach the Government office designated in
the solicitati i the solicitation.

6.4 Informatio roposal Status

Evaluation of Phase I Proposals and award of contracts will be expedited, but no information on
proposal status will be available until the final selection is made. However, Contracting Officers
may contact any and all qualified proposers prior to contract award. Selections will be posted on
the DHS SBIR website when all selected proposals have been negotiated for award within six
months of the Solicitation closing date.

Evaluation of Phase II Proposals will begin upon receipt of the individual proposals. DHS reserves

the right to make Phase II awards incrementally as Phase II Proposals are received and evaluated.
Selections will be posted on the DHS SBIR website as awards are made.
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6.5 Evaluation Results

Any proposer that submits a request within three (3) days of being notified of their proposal being
selected, or non-selected, for award will be provided a copy of the evaluation results. The request
must be emailed to STSBIR.PROPOSALS@dhs.gov.

6.6 Correspondence Relating to Proposals

All correspondence relating to proposals must cite the SBIR Solicitation Number, contractor’s
proposal number, and the specific Topic Number.

7.0 SCIENTIFIC AND TECHNICAL INFORMATION ASSISTAN

7.1 SAFETY Act

Congress enacted the Support Anti-terrorism by Fostering Eff¢eti )logies A€t of 2002
(the “SAFETY Act”) as part of the Homeland Security Ac Act provides
limitations on the potential liability of those concerns t qualified anti-
terrorism technologies. The DHS Science and Technolog through its Office
of SAFETY Act Implementation, encourage the ent of anti-terrorism
technologies by making available the SAFETY#Act’s system o anagement” and “liability
management.”

Offerors submitting proposals in respomse
Act applications on their existing te
Act Implementation (OSAI) for mg

is Solicitation@re encouraged to submit SAFETY
d aréwmavat€d to contact the Office of SAFETY
-788-9318 or helpdesk@safetyact.gov

individuals Wishing to partigipate in the Federal SBIR Program. These services vary from state

to state, but i
o and technical assistance.

Matching funds to SBIR recipients.

o Assistance in obtaining Phase III funding.

o

Contact your State SBIR Support office at www.ed.gov/offices/fOERI/SBIR/statelink.html for
further information.

Small businesses may seek general administrative guidance from small and disadvantaged
business utilization specialists located in various activities throughout the continental United
States.
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8.0 TECHNICAL TOPICS

This Section contains detailed topic descriptions outlining the technical areas in which DHS
requests proposals. Topics are listed and numbered separately. A list of the topics currently
eligible for proposal submission is included in this section followed by full topic descriptions.
These are the only topics for which proposals will be accepted at this time.

DHS invests in programs offering the potential for revolutionary changes in technologies that
promote homeland security or accelerates the prototyping and deployment of technologies that
reduce homeland vulnerabilities. Thus, the DHS SBIR goal is to pursue as many innovative
research ideas and concepts that promote homeland security with the potential for
commercialization.

as specified in Section 3.5.b (7) of this solicitation.

ELECTRONIC SUBMISSION of Cover Sheet, Te
Only proposals submitted through the on-line s
accepted or considered for award by the DHS.
accordance with the instructions below.

HELPFUL HINTS:

Consider the file size of the technig
o Perform a virus check.
Signature is not required at

award, the small business MUST be registered in the Central
Contractor Regis CCR) Program. You may obtain registration information by calling 1-
888-227-2423 and pressing 3 or at http://www.ccr.gov.

As funding is limited, DHS reserves the right to select and fund only those proposals considered to
be superior in overall technical quality and highly relevant to the DHS mission. As a result, DHS
may fund more than one proposal in a specific topic area if the technical quality of the proposal(s)
is deemed superior, or it may not fund any proposals in a topic area. Each proposal submitted to
DHS must have a topic number and must be responsive to only one topic.

« Cost proposals will be considered to be binding for 180 days from closing date of this
solicitation.
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Successful proposers will be expected to begin work no later than 30 days after contract
award.

For planning purposes, the Phase I contract award process is normally completed within
45 to 60 days from issuance of the selection notification letter to Phase I proposers.

DHS holds kick-offs meetings with all successful bidders approximately two weeks after
contract award to discuss the SBIR Program and reporting, invoicing, technical

objectives and other subjects.
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DHS S&T DIRECTORATE TOPICS -- DHS Small Business Innovation Research (SBIR)
Fiscal Year 09 Publication 1

H-SB09.1-001

H-SB09.1-002

H-SB09.1-003

H-SB09.1-004

H-SB09.1-005

H-SB09.1-006

H-SB09.1-007

Low-Cost and Rapid DNA-based Biometric Device

Submillimeter-wave Vector Measurements for Explosive Materials

Non Antibody-Based, Selective and Rapid Protein Analysis for
Detection of Viruses and Bacteria in Environmental Samples

Decision Analytic Approaches for CBRN Terrorj
Hard Drive Unlocking
Highly Scalable Identity Manageme

Autonomous (or alternative) In
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8.1 SBIRTOPIC NUMBER: H-SB09.1-001
TITLE: Low-Cost and Rapid DNA-based Biometric Device
TECHNOLOGY AREAS: Biometrics, DNA, and Microelectromechanical Systems (MEMS)

OBJECTIVE: Demonstrate an automated desktop prototype device that verifies identity or
kinship within an hour from DNA (deoxyribonucleic acid) samples.

DESCRIPTION:

DHS requires verification of the identification and family relationships (ks
seeking to immigrate into the United States and of children who are bging adoptd

of persons
ywerseas. The
legitimate

families and reduce cases of child slavery, pedophilia, and human tra ck market
price for being illegally smuggled into the United States as a tly between
$5,000 and $10,000. The current DNA verification proce agbuccal swab
from the interior of the mouth of the purportedly relate o that sample to
an independent forensic laboratory for verification Qf fami ip. BCosts for the initial

family member may be between $400 and $600
between $100 and $200 each. Turn-around ti
weeks.

parisons cost
ee (3) and four (4)

Biometrics is the automated identifica of this effort is to perform all of
the necessary steps to extract, purify; ampllfy, ct, and compare DNA without
human intervention and to present @si r non*match result to the operator. The
objective is to demonstrate a deskt@pssi e device that can be used in an office
environment, by typical office stafl fication of identity or family relationship in
less than one hour at a verification. Verification of identity would be

against a previously ted DNA sample and verification of family relationship would be by
comparing the D The device results are intended for initial screening
purposes only or legally actionable cases would require DNA to be
sent to a ce . Device security, access to data or results, and protection
of the priv indivi ation must be an integral part of the design and prototype

PHASE I: S needs and requirements assessment, establish specific performance
metrics for the device, study candidate enabling DNA technologies, conduct a risk assessment of
each technology component against the identified needs and requirements, and identify a viable
technical architecture for a prototype device.

PHASE I1: Develop, test, and deliver at least one prototype DNA-based biometric device.
Substantiate the cost, speed, and operational performance of a future phase Il commercial
device through evaluation of the prototype device against the Phase I metrics.

PHASE I1l: COMMERCIAL APPLICATIONS: A low-cost, rapid DNA-based biometric
device would have applications in mass-casualty situations, reunification of family members
following mass evacuations, identification of missing persons, rapid processing of crime-scene
and suspect DNA and various scientific and educational uses.
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REFERENCES:

www.dna.gov — The President’s DNA Initiative to advance justice through DNA technology.
http://www.genome.gov/glossary.cfm?key=deoxyribonucleic%20acid%20%28 DNA%29 — DNA
defined in text, images, and audio from the National Institutes of Health, National Human
Genome Research Institute.

http://www.science.education.nih.gov/home2.nsf/SearchDocs?SearchView&Query=dna& -
“DNA” search results from the National Institute of Health’s Office of Science Education.

http://www firstgov.gov/fgsearch/index.jsp?mw0=DNA &ms0=%C2%A 0&mt0=all&st=AS&rn=
2&parsed=true&db — “DNA” keyword search results from USA.gov — the U.S. Government’s
Official Web Portal.

KEY WORDS:
Biometrics, DNA (deoxyribonucleic acid), identification, screening
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8.2 SBIRTOPIC NUMBER: H-SB09.1-002
TITLE: Submillimeter-wave Vector Measurements for Explosive Materials

TECHNOLOGY AREAS: Detection of Explosives

OBJECTIVE Provide full S-parameter characterization systems for frequencies from W-Band
(75-110 GHz) to 1 THz suitable for use in the characterization of explosive materials.

DESCRIPTION:

The Explosives Division of DHS Science and Technology Directo imaging
systems for the detection of concealed explosive materials using sub

electromagnetic radiation, specifically in the frequency rang pto 1 THz
Commercial Vector Network Analyzer (VNA) systems n. pdoabout the WR-10
waveguide band (75-110 GHz), and with decreasing p VR-2.2 (335-530
GHz). These systems are useful for the characteriz ctromagfietic properties of

explosive materials in the laboratory. The goal o ic i emonstrate and
deliver a modular frequency extender system tiat achieves 100d namic range across full
waveguide bands throughout this entire freque must be suitable for
simultaneous measurement of all four S- e materials in a laboratory

technology acro aveguide bands with suitable performance to achieve ~100dB of
dynamic range. As a minimum, Phase I must include a demonstration of S11 and S12
measurements across a full waveguide band above 400GHz with ~100dB dynamic range. All
system components including the required the transmitter, receiver, reference receiver and
couplers must be demonstrated with an operational interface to a modern VNA system.
However, high precision calibration is not required until Phase II. This extender system must be
delivered for evaluation.

PHASE I1: A working prototype extender must be delivered at the completion of the Phase II
that covers the entire frequency range (~100 — 1,000GHz) with dynamic range of 100dB or better
and full four port measurement. Calibration techniques must be established. This extender
system must be delivered in Phase II for evaluation purposes.
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PHASE 11l COMMERCIAL APPLICATIONS: While this technology is specifically being
assessed for the laboratory evaluation of explosive materials, it should be suitable for a wide
range of laboratory measurements; including chemical analysis, compact range radars, terahertz
component evaluation and development, measurements of biomaterials, etc.

KEY WORDS:
Terahertz technology, frequency extenders, explosive materials, S-parameter measurements.

TECHNICAL POINT OF CONTACT:

&
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8.3 SBIRTOPIC NUMBER: H-SB09.1-003

TITLE: Non Antibody-Based, Selective and Rapid Protein Analysis for Detection of Viruses
and Bacteria in Environmental Samples

TECHNOLOGY AREAS: Environmental sample preparation, selective protein detection, and
biological threat analysis.

OBJECTIVE: Research and develop a manual laboratory method for sample preparation,
protein detection and protein-based identification (or at minimum selective protein detection) of

biological threat agents in less than or equal to thirty minutes from colle e to warning
signal. Antibody-based assays should be considered the minimum cq ology for
the same protein target. The goal of this funding effort is to imprg at are

DESCRIPTION:

Complex samples from the environment need to be analyz threat agents in the
presence of complex backgrounds of other endo n cells and a variety
chemical and biological clutter. One method identi ution to this issue is

robust sample preparation followed by protein
ophoresis or high performance
sensitive and selective, are far to

Selective Protein Detection — Current commercial assays are largely based on Enzyme-Linked
Immuno Sorbent Assays (ELISA) where antibodies are used to provide selectivity and, to an
extent, sensitivity. Difficulties associated with the implementation of antibody based assays are
well known and include stability and cross reactivity or non-specific binding. Thus, this
solicitation seeks to fund the development of techniques that do not involve antibodies.? >

Develop a protein detection and identification, or at minimum selective protein detection assay,
through any means that do not use antibodies. No assumption of technology is made by this
other than the exclusion of antibodies. Assume that the output from sample preparation defined
in the previous sections is the input for this assay.

The total reagent cost must not be more than $5.00/sample and the total cost of analysis must not
be more than $20/sample. Any method for multiple analyte detection is allowed, including
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multiple analyte detection in a single sample volume (i.e., multiplexing) or splitting the sample
into many aliquots and detecting single or multiple analytes in each aliquot. If dilutions and
aliquots are made the detection limits required by this solicitation still hold for the original
sample (not the diluted aliquot).

PHASE I:

Using prototype or commercial off the shelf laboratory supplies and equipment (modified or
unmodified) demonstrate and report the feasibility of sensitive and selective protein detection for
simulated biological threat agents (e.g., bacillus thuringensis spores) in a complex environmental
background (e.g., from a dry filter containing dust) by the use of a non antibody-mediated
detection assay. A written report including graphical and tabular data comparisons with

detected) in blind samples with complex backgroungds. al of the project is to
perform the assay in thirty minutes or less, this 1

PHASE II:

le), specific (must not create a

Deliver a sensitive (< 100 organisms g
' sample) and rapid (< 30 minutes)

of reaching the desi
prepared pure ma

les must also be of environmental complexity; not well
t contain common biological and chemical

The followi quired performance measures:

Sensitivity:
Specificity:
in the sample

Rapid: Sample input to results in < 30 minutes

tivity with 100,000 near neighbor organisms of different types present

Performers shall deliver data from both successes experiments and informative failures.

Again, assays that are not at least as sensitive, selective and robust as antibody-based assays for
the same protein target are not considered an improvement.

PHASE 111: COMMERCIAL APPLICATIONS: Deliver a production level shippable non
antibody-based assay to detect and identify biological threat agents in less than thirty minutes
starting from a dry vacuum filter sample at a cost less than $20/sample where the desired number
of agents is thirty (30).
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This assay has multiple commercial applications. The smaller market may in fact be the
Homeland Security market. However, Homeland Security is the intended beneficiary of this
development and must be part of the commercialization plan.

The larger human molecular diagnostics and research markets will clearly benefit by this
development. Solving the problems associated with the detection and identification of biological
threat agents from environmental samples will help solve problems in clinical molecular
diagnostics. Examples include: Speeding up diagnosis in the point-of-care arena and making
more robust assays for pathogen detection in human and animal hosts.*

REFERENCES:

! Budowle, B. et al. (2006); Quality Sample Collection, Handling, and P

6431-6438

2 Allert, M. et al. (May 25, 2004); Computational design of r '
surrogate of the nerve agent soman; Proceedings of the N ignces (PNAS),
101, 21, 7907-7912

® De Lorimier, R. M., et al. (2002) Construction i family; Protein
Science, 11, 2655-2675

* The human microbiome has been added to the
nihroadmap.nih.gov/hmp/)

> for medical research (http://

KEY WORDS:
Proteomics, protein, analysis, threa
molecular detection.

bacterial, viral, identification, detection, macro molecule,
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8.4 SBIR TOPIC NUMBER: H-SB09.1-004

TITLE: Decision Analytic Approaches for Chemical, Biological, Radiological and Nuclear
(CBRN) Terrorism Risk Assessment

TECHNOLOGY AREAS: Risk Analysis, Decision Analysis

OBJECTIVE: Develop and apply a decision analytic methodology for CBRN Terrorism to
support Weapons of Mass Destruction (WMD) medical countermeasure decision making.

DESCRIPTION:

countermeasure procurement and decision making across the federal ZQWe . Infparallel to
the more in-depth Probabilistic Risk Assessment (PRA) app s, DF i

. ocus of the CBRN Terrorism risk
assessment is medical countermeaglire decision st e Phase I Prototype must demonstrate

(FY) 2009.

Upon complétion of Phase I ac
the full scopé of CBRN Teryori
Homeland Se€eurity Counciljat the White House, to produce an integrated CBRN risk assessment.
In addition,
potential for ri onsequence reduction must be conducted using the methodology. This
effort must be closely coordinated with appropriate agencies in the Departments of Health and
Human Services (HHS), Defense (DoD), and Veterans Affairs (VA). The completed CBRN
Terrorism Risk Assessment at the end of Phase II will be used in conjunction with other DHS
analyses to produce the next HSPD-18 deliverable to the White House.

PHASE |: Must produce an implemented, functional prototype decision analysis methodology
for CBRN Terrorism Risk Analysis. Prototype must demonstrate ability to discriminate CBRN
threats by risk, conduct sensitivity analyses to understand key risk drivers, and evaluate medical
countermeasures risk management strategies.

PHASE I11: Using the Phase I methodology, must produce a completed CBRN Terrorism Risk
Assessment, with an accompanying analysis of key risk drivers and medical countermeasure
strategies.
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PHASE 111: COMMERCIAL APPLICATIONS: The methodology developed in Phase I,
and executed in Phase II, can be used commercially to develop more generalized terrorism risk
analyses for use in strategic planning tools.

REFERENCES:

1. Homeland Security Council, Executive Office of the President. Homeland Security
Presidential Directive 18, Medical Countermeasures for Weapons of Mass Destruction.
January, 2007.

2. Kaplan S, Garrick BJ. On the Quantitative Definition of Risk. Risk Anal 1981;1(1).

KEY WORDS:

Risk Assessment, Risk Analysis, Risk Management, Decision Ana ASsessment,

Medical Countermeasures
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8.5 SBIR TOPIC NUMBER: H-SB09.1-005

TITLE: Hard Drive Unlocking

TECHNOLOGY AREAS: Computer Technology

OBJECTIVE: A system is sought to accomplish the unlocking of hard disk platters to access
data. With the addition of hard disk passwords that lock the mechanism to read data off of the

hard drive, it is becoming even harder to access the criminal’s data.

DESCRIPTION:

on the drive has been accessed.

Different hard drive manufacturers allow the ha
thus making the data unrecoverable unless the
an algorithm stored in either a hidden track on

ssword is corre s is not encryption but is
i memory chip on the drive. Since

“unlocking” all current Mard drives on , hard drives sold in the past 10 years and the
feasibility of “unloc 1d for the next three years. (b) Create a project plan
that will map out ion of the project. The project plan will identify areas of technical

PHASE I1l: COMMERCIAL APPLICATION
Commercial applications of the units will be utilized by DHS Law Enforcement Agencies
(LEAs) and can potentially be used by the entire Federal, State, and Local LEA community.

Another commercial application of the units could be used by companies that provide a service
for end-user support to individuals who forget their password and need to access the data.

REFERENCES:

http://www.vogon-investigation.com/evidential systems-03.htm
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http://www.pcstats.com/articleview.cfm?articleid=1501&page=5

KEYWORDS: Hard Drive, Unlocking, Password, Logon, Open, Decrypt, Computer, Laptop

o
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8.6 SBIR TOPIC NUMBER: H-SB09.1-006

TITLE: Highly Scalable Identity Management Tools
TECHNOLOGY AREAS: Information Sharing and Knowledge Management

OBJECTIVE: Develop strong identification and authentication (I&A) mechanisms to support
the need for secure and reliable systems by enabling authentication of individuals, networks, and
system components and applications within and among various Information Technology (IT)
Systems.

DESCRIPTION:

Controlling access to an Information Technology (IT) system and it ical to a
secure and reliable system. Strong identification and authenticatiofT(I&
authentication of individuals and devices (e.g., networks and s

implemented, the management and distribution of electfo igies/Can be securely
automated, greatly improving the flexibility and res i to changing

can reduce life-cycle costs and the total costs
strong [&A mechanisms are part of the require
sensitive information among U.S., state, an

port the ability to securely share
nd with other governments.

This topic targets the critical probl S i A that will provide solutions and
research data that will advance und@rstanding of'the risk'and consequently the ability of DHS to
better protect the integrity, availab y of the nation’s critical cyberspace

infrastructure. This includes preven

g against rgs

response to misuse by t he inffastructure. Additionally, improved I&A
capabilities will assi e area of insider threat detection and mitigation, which will ensure
that proper control of sefi§itive information is maintained. I&A technologies will reduce the
amount of tim anaging user identities, roles, and privileges for using
designated

PHASE I: ulate capabilities by demonstration using standard technologies for the
developmen i¢§ in managing identities, rights, privileges, and authorities used for
organization € work architecture. The identity management technologies must be

able to interoperate with multiple external identity and service providers. Provide a list of
qualified key personnel.

PHASE II: Deliver an identity management prototype using multiple standard technologies for
test and evaluation in an enterprise architecture and pilot environment. Develop a test plan to
include metrics, synopsis, scope, purpose, functional description, and methodology in
compliance with DHS security and lifecycle guidelines and regulations. Create an authorized
attribute list by gathering information from multiple sources.

PHASE I1l1: COMMERCIAL APPLICATIONS: The blending of multiple commercial
technologies to develop a highly scalable identity management technology will be used in the
DHS enterprise-wide environment to facilitate secure information sharing between DHS users
and local law enforcement, external agencies, and other DHS partners.
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REFERENCES:

Executive Order:
http://www.whitehouse.gov/news/releases/2004/08/20040827-8.html
http://www.gpoaccess.gov/911/index.html

Standards:
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security#samlv20
http://csrc.nist.gov/rbac/Role Based Access Control-1992.html
http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2.pdf
http://www.burtongroup.com/
http://shibboleth.internet2.edu/

authority, digital certificate
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8.7 SBIR TOPIC NUMBER: H-SB09.1-007

TITLE: Autonomous In-Liquid Survey Vehicle

TECHNOLOGY AREAS: Autonomous Vehicles, Remotely Operated Vehicle, Subsea
Vehicles, SONAR, Object Recognition

OBJECTIVE: Develop a demonstrable prototype vehicle that will autonomously search for
weapons, contraband or other proscribed items and materials hidden inside the cargo
compartments of tankers and other liquid transport conveyances.

DESCRIPTION:

¢ompartments of

ships, filled with fluids of various viscosities and vai bility, with high-
resolution and precision sensors. Neither the ve ent a risk or a hazard to
the vessel or the crew in any way. The vehicle €ontrol/s ill be capable of ensuring
a survey of the entire tank area, 1nc1ud1ng pene nt nks 1f separated only by

1¢ vehicle must be as compact as possible, as
o/from and between vessels, including on-

such as concealed threats or 1111c1t i
light weight as possible, and amen
boarding and off-boarding with mi

If not previously transmi C adipon completion of a survey, the vehicle will
make available resul e survey ingluding location(s) of threat object(s), and the raw sensor

PHASE II: Deliver a prototype device sufficiently robust to demonstrate attainment of the
requirements developed during Phase I in both the laboratory and in a limited field
demonstration. Demonstrate the capability to detect and identify pre-determined targets in a
typical cargo tank or liquid cargo containment. Estimate, from a limited set of targets the
potential effectiveness of a prototype device. Refine the technology development plan, cost and
schedule estimates.

PHASE 111: COMMERCIAL APPLICATIONS: An Autonomous (or alternative) In-Liquid
Survey Vehicle will have broad applications not only to the Department of Homeland Security,
but also to the Navy and maritime shipping industry. This vehicle must be able to conduct
surveys of interior ship liquid compartments without offloading the cargo.
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KEY WORDS: Autonomous, remotely operated vehicle, undersea vehicle, sensors, survey,
target identification, imagery, detection, liquid cargo

o
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9.0 DHS FY 09.1 PHASE | SBIR CHECKLIST

Page Numbering:
[J Number all pages of your proposal consecutively

[] Total for cach proposal is 25 pages inclusive of cover sheets, technical proposal, cost
proposal and resumes

] Beyond the 25-page limit do not send appendices, attachments and/or additional
references

Proposal Format:

L Cover Sheet, Technical and Cost proposals MUST be submitted igally at
https://sbir.dhs.gov

The Technical Proposal Must Address:
[ Identification and Significance of Problem or Oppogfinity
[ Phase I Technical Objectives
[ Phase I Work Plan
[ Related Work
] Relationship with Future Research and

[J Commercialization Strategy

] Key Personnel, Resumes
] Facilities/Equipment
[J Consultants

O Prior, Current

and fee/profit shown on the Cost Proposal matches the cost and fee/profit listed on the
cover sheet.

[ The Submit Proposal button was selected to transmit the Proposal to DHS and time stamp

the Proposal
[J Email confirmation of the receipt of your Proposal was received
[ Website Help Desk 1-800-754-3043
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