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HSARPA SOLICITATION FOR
SMALL BUSINESS INNOVATION RESEARCH

1.0 PROGRAM DESCRIPTION

Introduction

The Homeland Security Advanced Research Projects Agency, hereafter referred to as HSARPA,
invites small business firms to submit proposals under this solicitation for the Small Business
Innovation Research (SBIR) Program. Firms with the capability to conduct research and
development (R&D) in any of the topic areas described in Section 8.0 ammercialize the
results of that R&D, are encouraged to participate. 4

Objectives of the HSARPA SBIR Program include stimulating /
strengthening the role of small business in meeting researc tering and

encouraging participation by minority and disadvantaged i infgvation, and
increasing the commercial application of R&D supp ‘ :

The Federal SBIR Program is mandated by the S aﬁﬁ ion ment Act of
1982 (PL 97-219, as amended by PL 106-554)...Fh i ARPA SBIR program
IS in accordance with the Small Business A ~ Directive, 2002. The
SBIR program presented in this solicitation ical innovation in areas
specifically identified by HSARPA. The gw e i ICI ation incorporate and

exploit the flexibility of the SBA osals based on scientific and
technical approaches likely to yi land security and the private
sector. |

This program soli all Business Innovation Development Act of
1982 (PL 97 21953 S o ase | is to determine, insofar as possible, the
scientific, tech ang ial n eaS|b|I|ty of ideas submitted under the SBIR
Program ¢ exceed $100,000 in cost or extend beyond a six months

concentrate on that research or research and

whether the resea esearch and development they are proposing to HSARPA also has private
sector potential, either for the proposed application or as a base for other applications.

Subsequent Phase 11 awards will be made to firms on the basis of results of their Phase | effort and
the scientific, technical, and commercial merit of the Phase Il proposal. Phase Il awards are
typically $750,000 in cost and do not exceed 24 months period of performance. Phase Il is the
principal research or research and development effort and is expected to produce a well-defined
deliverable prototype. A more comprehensive proposal will be required for Phase II.



Under Phase 111, the small business is expected to obtain funding from the private sector and/or
non-SBIR Government sources to develop the prototype into a viable product or non-R&D service
for sale in Government and/or private sector markets.

This solicitation is for Phase | proposals only. Only proposals submitted in response to this
solicitation will be considered for Phase | award. Only proposals submitted in response to topics
contained in this solicitation will be accepted. Proposers who were not awarded a contract in
response to a prior SBIR solicitation are free to update or modify and re-submit the same or
modified proposal if it is responsive to any of the topics listed in Section 8.0.

For Phase 11, no separate solicitation will be issued and no unsolicited pr

als will be accepted.

I."In addition, a

as defined in Section 2.0 and certify to this ]
t be carried out by the

minimum of two-thirds of the research and
proposing firm. For Phase Il, a minimum o
be performed by the proposing firm. The per
indirect costs. For both Phase | T

be with the small business firm
effort. Primary employment m
spent with the small business.

f the principal investigator must
ring the conduct of the proposed
he principal investigator's time is

g firm unless otherwise approved in writing by the contracting officer.

b. For Phase 11, a minimum of one-half of the research and/or analytical work must be
performed by the proposing firm, unless otherwise approved in writing by the contracting officer.
The percentage of work is usually measured by both direct and indirect costs, although proposers
planning to subcontract a significant fraction of their work should verify how it will be measured
with their contracting officer during contract negotiations.

Conflicts of Interest

Awards made to firms owned by or employing current or previous Federal Government employees
could create conflicts of interest for those employees in violation of federal law. Such proposers



should contact the cognizant Ethics Counselor from the employee’s Government agency for
further guidance.

Questions About SBIR and Solicitation Topics

General SBIR questions/information.

a.

2.0 DEFINITIONS
The following definitions apply for the purpo .'

Any activity that is:
a.

Help Desk. All questions about this solicitation, the proposal preparation and electronic
submission should be submitted via the website: http://www.hsarpasbir.com. This
website will open on 19 November 2003. Or, call the Help Desk toll free number: 1-800-
754-3043.

HSARPA SBIR website http://www.hsarpasbir.com offers ele
solicitation, submission of frequently asked questions (FAQS), asV
hyperlinks to other useful information. ‘

the SBIR

Electronic submission. All Phase | proposals must be
submission website at http://www.hsarpasbir.com

Basic Research. Scientifi
knowledge required for

Exploratory Developni
directed toward specific

view toward developing and
proposed solutions.

Advanced
have mofs

primarily within the United States or which makes a significant contribution to the United
States economy through payment of taxes or use of American products, materials, or labor;

In the legal form of an individual proprietorship, partnership, limited liability company,
corporation, joint venture, association, trust or cooperative, except that where the form is a
joint venture, there can be no more than 49 percent participation by foreign business
entities in the joint venture;

At least 51 percent owned and controlled by one or more individuals who are citizens of, or
permanent resident aliens in, the United States, except in the case of a joint venture, where
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each entity to the venture must be 51 percent owned and controlled by one or more
individuals who are citizens of, or permanent resident aliens in, the United States; and

d. Not more than 500 employees, including its affiliates.

Socially and Economically Disadvantaged Small Business

A small business that is at the time of award of a Phase | or Phase Il contract, at least 51 percent
owned by one or more socially and economically disadvantaged individuals, as defined in 13 CFR
Part 124 - 8(A) Business Development/Small Disadvantaged Business Status Determinations,
8124.103 ("Who is socially disadvantaged?") and §124.104 ("Who is econemically
disadvantaged?"). \ :

A women-owned small business is one that is at least 51
in the case of a publicly owned business, at least 51 perg
women, and who also control and operate it. "Controlf;
to make policy decisions. "Operate” in this context me
day management of the business. gifl i

for the performance of experime
by the Federal Government. 4

‘calling for supplies or services for the
Phis includes consultants. See Section 3.5.b(9).

Essentially Equivalent Work

This occurs whg stantially the same research is proposed for funding in more than one
contract proposal or grant application submitted to the same Federal agency; (2) substantially the
same research is submitted to two or more different Federal agencies for review and funding
consideration; or (3) a specific research objective and the research design for accomplishing an
objective are the same or closely related in two or more proposals or awards, regardless of the
funding source.



Historically Underutilized Business Zone (HUBZone) Small Business
Concern

HUBZone small business concern means a small business concern that appears on the List of
Qualified HUBZone Small Business Concerns maintained by the Small Business Administration.
See www.sbha.gov/hubzone for more details.

Service-Disabled Veteran

A veteran with a disability that is service connected as defined in Sectlon 101 (16) of Title 38,
United States Code.

Small Business Concern Owned and Controlgé
Veterans

A small business concern that:

a. not less than 51 percent of which is owned bfﬁ erans or, in
le

the case of any publicly owned busmess o

b. the management and daily business @ ions i d by one or more
service-disabled veterans or, in the i ent and severe disability,

Small Business

A small business concern that:

a. one or more veterans or, in the case of any
cent of the stock of which is owned by one or
b d daily busipess operations of which are controlled by one or more

Rico, the Republic of the Marshall Islands, the Federated States of
Micronesia, the & i Palau, and the District of Columbia.

SBIR Technical Data
All data generated during the performance of an SBIR award.

SBIR Technical Data Rights

The rights a small business concern obtains in data generated during the performance of any SBIR
Phase I, Phase I1, or Phase 111 award that an awardee delivers to the Government during or upon
completion of a federally funded project, and to which the Government receives a license.



3.0 PROPOSAL PREPARATION INSTRUCTIONS AND REQUIREMENTS

Proposal Requirements

A proposal to any Topic under the HSARPA SBIR Program is to provide sufficient information to
persuade HSARPA that the proposed work represents an innovative approach to the investigation
of an important scientific or engineering problem and is worthy of support under the stated criteria.
The quality of the scientific or technical content of the proposal will be the principal basis upon
which proposals will be evaluated. The proposed research or research and development must be
responsive to the chosen topic, although need not use the exact approach

bir.com) and prepare
sists of the proposal

ntains‘™NO proprietary information. Mark
roposal as instructed in Section 5.4.

. The contenky - osal, i ng the option (if applicable), includes the
items in 8et ™

Uk technical proposal should contain your company name,
er. (The header may be included in the one-inch margins.)

sal shall not be in 2-column format.

Note: Public access to the internet is available at most public libraries, local schools or a Small
Business Development Center (SBDC) in your area.

Proprietary Information

If information is provided that constitutes a trade secret, proprietary commercial or financial
information, or personal information or data, it will be treated in confidence to the extent permitted
by law, provided it is clearly marked in accordance with Section 5.4. The cost proposal
information will be treated as proprietary whether or not it is indicated.



Limitations on Length of Proposal

This solicitation is designed to reduce the investment of time and cost to small firms in preparing a
formal proposal. Those who wish to respond must submit a direct, concise, and informative
research or research and development proposal of no more than 25 pages, including proposal cover
sheet and cost proposal. Promotional and non-project related discussion is discouraged. The space
allocated to each will depend on the problem chosen and the principal investigator's approach. In
the interest of equity, pages in excess of the 25-page limitation (including attachments, appendices,
or references) will not be considered for review or award.

PROPOSALS WILL NOT BE ACCEPTE

b. Technical Proposal. Create a single file
below. Begin your technical propgs
your firm name, topic number, af
be included in the one-inch ma
Format (PDF) for evaluation p
submission website until you h
Perform a virus check

shéets are pages 1 and 2) and put
r of each page. (The header may

the technical proposal to the HSARPA
eet and been assigned a proposal number.
proposal file. If a virus is detected, it may
osal should be a single file, including graphics
e website's on-line cost proposal form). Do not

(3) Phase I Work Plan. Provide an explicit, detailed description of the Phase | approach. The
plan should indicate what is planned, how and where the work will be carried out, a
schedule of major events, and the final product to be delivered. The Phase | effort should
attempt to determine the technical feasibility of the proposed concept. The methods
planned to achieve each objective or task should be discussed explicitly and in detail. This
section should be a substantial portion of the total proposal.

(4) Related Work. Describe significant activities directly related to the proposed effort,
including any conducted by the principal investigator, the proposing firm, consultants, or

10



others. Describe how these activities interface with the proposed project and discuss any
planned coordination with outside sources. The proposal must persuade reviewers of the
proposer's awareness of the state-of-the-art in the specific topic. Describe previous work
not directly related to the proposed effort but similar. Provide the following: (a) short
description, (b) client for which work was performed (including individual to be contacted
and phone number), and (c) date of completion.

(5) Relationship with Future Research or Research and Development. (a) State the
anticipated results of the proposed approach if the project is successful. (b) Discuss the
significance of the Phase | effort in providing a foundation for Phase II research or research
and development effort. : ]

strategy for commercializing this technology in the DHE;
private sector markets. Provide specific information g

commercialization results from this SBIR projg
when (i.e., amount of additional investment

(7) Key Personnel. Identify key personne ég
information on directly related educa
investigator, including a list of rele
will count toward the 25- -page limita
involved on this project, t

| effort including
esume of the principal

ofdfhvolvement.

(8) Facilities/Equipment. n and physical facilities necessary
to carry out the Phase | be purchased (as detailed in the cost
proposal) shall be justif i tton. Also, state whether or not the facilities where
the proposed work will vironmental laws and regulations of federal,

ot limited to, the following groupings:

and |hg and storage of toxic and hazardous materials.

(9) Subcontastors/ . Inyplvement of a university or other subcontractors or
approprlate (see Sectlon 2.6) If such mvolvement IS

Centers (FFRDCs). SBA may issue a case-by-case waiver to this provision after review of
the written justification that includes the following information: (a) an explanation of why
the SBIR research project requires the use of the Federal/FFRDC facility or personnel,
including data that verifies the absence of non-federal facilities or personnel capable of
supporting the research effort; (b) why the Agency will not and cannot fund the use of the
Federal/FFRDC facility or personnel for the SBIR project with non-SBIR money; and (c)
the concurrence of the small business concern’s chief business official to use the Federal/
FFRDC facility or personnel. Award is contingent on the sponsoring agency obtaining a
waiver.

11



(10) Prior, Current, or Pending Support of Similar Proposals or Awards. Warning -- While
it is permissible, with proposal notification, to submit identical proposals or proposals
containing a significant amount of essentially equivalent work (see Section 2.8) for
consideration under numerous Federal program solicitations, it is unlawful to enter into
contracts or grants requiring essentially equivalent effort. If there is any question
concerning this, it must be disclosed to the soliciting agency or agencies before award. If a
proposal submitted in response to this solicitation is substantially the same as another
proposal that has been funded, is now being funded, or is pending with another Federal
Agency, the proposer must so indicate on the Proposal Cover Sheet and provide the
following information: ] .

(a) Name and address of the Federal Agency(s) to which a
submitted, or from which an award is expected or hagiieer

(b) Date of proposal submission or date of award.
(c) Title of proposal.
(d) Name and title of principal investigator

Note: If Section 3.5.b(10) dgf
support for proposed work.

c. Cost Proposal. Complete t format shown in the Cost Breakdown
i on the electronic submission website or as the

on of the Contracting Officer, be advantageous to the Government and
should be related directly to the specific topic. These may include such items as innovative
instrumentation and/or automatic test equipment. Title to property furnished by the
Government or acquired with Government funds will be vested with HSARPA unless it is
determined that transfer of title to the contractor would be more cost effective than
recovery of the equipment.

(3) Cost for travel funds must be justified and related to the needs of the project.

(4) Cost sharing is permitted for proposals under this solicitation; however, cost sharing is not
required nor will it be an evaluation factor in the consideration of a Phase | proposal.

12



Page Numbering and Bindings
Number all pages of your proposal consecutively. The cover sheets are pages 1 and 2. The
technical proposal begins on page 3.
False Statements

Knowingly and willfully making any false, fictitious, or fraudulent statements or representations
may be a felony under the Federal Criminal False Statement Act (18 U.S.C. §1001), punishable by
a fine of up to $10,000, up to five years in prison, or both.

4.0 METHOD OF SELECTION AND EVALUATION CRITE

Introduction

Phase | proposals will be evaluated on a competitive bas
six (6) months from the date of closing of this solicitat
selection has not been made prior to the proposal’s Qﬁé

whether or not they want to extend their proposal for a iopal périod "Proposals
meeting stated solicitation requirements will bes i feers knowledgeable
in the topic area. Proposals will be evaluat i osen topic. A
proposal that meets the goals of a solicitatiofitopi gxact approach specified in

the topic will be considered relevant. (Prosp 05t
program as described in Section 1 G i ion of such a proposal would be
useful.)

decisions will be made based up. i consideration of other factors including
possible duplication of other work: an dance. In the evaluation and handling of
proposals, every e i nfidentiality of the proposal and any
evaluations. Th i . to make any awards on any topic, to make a
specific numbe e for any monies expended by the proposer before
award of

For proposals that have bee r contract award, a Government Contracting Officer will
draw up signed by both parties before work begins. Any negotiations
that ma necessary will'be coftducted between the offeror and the Government Contracting
Officer uld be noted hat only aduly appomted contracting officer has the authority to enter
into a cont

Prior to receiving a- act award, the offeror must be registered in the Central Contractor
Registration (CCR) database. For information regarding registration, call 1-888-227-2423 or visit
WWW.CCF.gOoV.

Phase Il proposals will be subject to a technical review process similar to Phase I. Final decisions
will be made based upon the scientific and technical evaluations and other factors, including a
commitment for Phase 111 follow-on funding, the possible duplication with other research or
research and development, program balance, budget limitations, and the potential of a successful
Phase Il effort leading to a product of continuing interest to DHS. HSARPA is not obligated to

13



make any awards under Phase I, and all awards are subject to the availability of funds. HSARPA
is not responsible for any monies expended by the proposer before award of a contract.

Upon written request and after final award decisions have been announced, a debriefing will be
provided to unsuccessful offerors on their proposals (see Section 6.4). Restrictive notices
notwithstanding, proposals may be handled, for administrative purposes only, by support
contractors. All support contractors are bound by appropriate non-disclosure agreements.

Evaluation Criteria - Phase |

HSARPA plans to select for award those proposals offering the best vaI 40.the Government and
the nation considering the following factors in decreasing order: :

a. The soundness, technical merit, and innovation of the pro
incremental progress toward topic or subtoplc solutio ’

Technical reviewers will base i :
cannot be assumed that reviewets
experiments. Relevant supporting
publications, etc., shguld be cont
page limit.

ation contained in the proposal. It
or key individuals or any referenced
| articles, literature, including Government
in the proposal and will count towards the 25-

merC|aI Potential of Proposals
reial potential will be assessed using the following criteria:

ts of additional investment in the technology during Phase 11 from the
me contractors, non-SBIR programs, or other sources, and

follow-on funding commitments; and
b. The proposer's record of commercializing its prior SBIR projects.

A report showing that the proposing firm has no prior Phase 11 awards will not affect the firm's
ability to win an award. Such a firm's proposal will be evaluated for commercial potential based on
its commercialization strategy in item a, above.

GOVERNMENT TRANSITION OF THE PROPOSED EFFORT IS VERY IMPORTANT. THE
SMALL BUSINESS SHOULD INCLUDE THEIR TRANSITION VISION IN THEIR

14



COMMERCIALIZATION STRATEGY. THE SMALL BUSINESS MUST UNDERSTAND
THE END USE OF THEIR EFFORT AND THE END USER.

5.0 CONTRACTUAL CONSIDERATIONS
Note: Eligibility and Limitation Requirements (Section 1.3) Will Be Enforced

Phase | Awards

a. Number of Phase | Awards. The number of Phase | awards will be conS|stent with the
agency's budget, the number of anticipated awards for interim Phase | ications, and the
number of anticipated Phase Il contracts. No Phase | contracts will bg |I all qualified
proposals (received in accordance with Section 6.2) on a specific j¢
Proposers will be notified of selection/non-selection within thre@
this solicitation.

b. Type of Funding Agreement. All winning proposa
contracts and may include a reasonable fee or profigég
provided to profit-making firms for Research/Researc

c. Average Dollar Value of Awards. Phases
one-half person-year effort over a period gej

negotiation). Public Law 102-564 allows ag
without justification.

d. Timing of Phase | Awards. 4

used by the company in its Phase Il proposal to report Phase |
used in the final report.

(2) For each fied report, the company submitting the report should fill in block 12a
(Distribution/Availability Statement) of the SF 298, "Report Documentation Page™ with
one of the following statements:

(a) Approved for public release; distribution unlimited.

(b) Distribution authorized to U.S. Government Agencies only; contains proprietary
information. Note: The HSARPA, after reviewing the company's entry in block 123,
has final responsibility for assigning a distribution statement.

15
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(3) Block 13 (Abstract) of the SF 298, "Report Documentation Page" must include as the first
sentence, "Report developed under SBIR contract for topic [insert solicitation topic
number]. The abstract must identify the purpose of the work and briefly describe the work
carried out, the finding or results and the potential applications of the effort. Since the
abstract will be published by HSARPA, it must not contain any proprietary or classified
data.

(4) Block 14 (Subject Terms) of the SF 298 must include the term "SBIR Report."

c. Submission. The company shall submit FIVE COPIES of the final report on each Phase |
project in accordance with the Phase | contract and negotiated delivery Ie Delivery will
normally be within thirty days after completion of the Phase | techngﬁ iled submission
instructions will be provided at contract award.

Payment Sched

The specific payment schedule (including payment am ﬁlts) for, each c
geessful Phase |
or Phase Il offeror. Successful offerors may be pai in accordance

contracts, under which monthly payments
provision for payment of a fee or profit. Fi i ion of contract
performance and acceptance of all work req all cases, DHS must make
payment to recipients under SBIR fus# bject to audit, on or before the last
day of the 12-month period begi
financial assistance may be avail

roposal Information
n may contain technical and other data that

inancial information, or personal information or data it will be treated
permitted by law, provided this information is clearly marked by the
ROPRIETARY™" (not "Company Confidential") and provided that the
ppears on the Proposal Cover Sheet of the proposal is completed:

proposer with
following legend

"For any purpose other than to evaluate the proposal, this data except proposal cover sheet shall
not be disclosed outside the Government and shall not be duplicated, used, or disclosed in whole or
in part, provided that if a contract is awarded to the proposer as a result of or in connection with
the submission of this data, the Government shall have the right to duplicate, use or disclose the
data to the extent provided in the funding agreement. This restriction does not limit the
Government's right to use information contained in the data if it is obtained from another source
without restriction. The data subject to this restriction is contained on the pages of the proposal
listed on the line below.”

16



Any other legend may be unacceptable to the Government and may constitute grounds for
removing the proposal from further consideration and without assuming any liability for
inadvertent disclosure. The Government will limit dissemination of properly marked information
to within official channels. In addition, each page of the proposal containing proprietary data
which the proposer wishes to restrict must be marked with the following legend:

"Use or disclosure of the proposal data on lines specifically identified by asterisk (*) are subject to
the restriction on the Cover Sheet of this proposal.”

If all of the information on a particular page is proprietary, the proposer should so note by
including the word "PROPRIETARY" (not "Company Confidential™) i . the header and footer
on that page. The Government assumes no liability for disclosure o d data and may
use or disclose such data for any purpose.

requested pursuant to the Freedom of Information Act, 5
of such request and prior to such release of information

) dee may copyright (consistent
with appropriate national securif jal developed with HSARPA
support. HSARPA receives a r i

each publication contain an ap i sdgmentand disclaimer statement.

cipal worldwide patent rights to any invention

e Government receives a royalty-free license for its use,
lalder to license others in certain limited circumstances, and
to sell the invention in the United States must normally

Rights in technical data including software, developed under the terms of any contract resulting
from proposals submitted in response to this solicitation generally remain with the contractor,
except that the Government obtains a royalty-free license to use such technical data only for
Government purposes during the period commencing with contract award and ending four years
after completion of the project under which the data were generated. Upon expiration of the four-
year restrictive license, the Government has unlimited rights in the SBIR data. During the license
period, the Government may not release or disclose SBIR data to any person other than its support
services contractors except (1) For evaluation purposes; (2) As expressly permitted by the
contractor; or (3) A use, release, or disclosure that is necessary for emergency repair or overhaul of

17



items operated by the Government. See FAR clause 52.227-20, "Rights in Data -- SBIR
Program."

Contractor Commitments

Upon award of a contract, the contractor will be required to make certain legal commitments
through acceptance of Government contract clauses in the Phase I contract. The outline that
follows is illustrative of the types of provisions required by the Federal Acquisition Regulations
that will be included in the Phase I contract. This is not a complete list of provisions to be included
in Phase | contracts, nor does it contain specific wording of these clauses. Copies of complete
general provisions will be made available prior to award. N,

a. Standards of Work. Work performed under the contract
professional standards. :

b. Inspection. Work performed under the contract is
evaluation at all reasonable times.

ﬁresentative)
tor involving

c. Examination of Records. The Comptrolleré
shall have the right to examine any direc
transactions related to this contract.

d. Default. The Government may ter
work contracted.

e. Termination for Convenig
Government if it deems
will be compensated for.

minated at any time by the
est, in which case the contractor

rmative Actio §for< terans. The contractor will not discriminate against any
e or applicant for employment because he or she is a disabled veteran or veteran of

J.  Affirmati ction for Handicapped. The contractor will not discriminate against any
employee or applicant for employment because he or she is physically or mentally
handicapped.

k. Officials Not to Benefit. No member of, or delegate to Congress, shall benefit from the
contract.

I.  Covenant Against Contingent Fees. No person or agency has been employed to solicit or
secure the contract upon an understanding for compensation except bona fide employees or
commercial agencies maintained by the contractor for the purpose of securing business.
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m. Gratuities. The contract may be terminated by the Government if any gratuities have been
offered to any representative of the Government to secure the contract.

n. Patent Infringement. The contractor shall report each notice or claim of patent
infringement based on the performance of the contract.

0. Security Requirements. The contractor shall safeguard any classified information
associated with the contracted work in accordance with applicable regulations.

p. American-Made Equipment and Products. When purchasing equipment or a product
under the SBIR funding agreement, purchase only American-made items whenever

possible.
Contractor Registrati
Before HSARPA can award a contract to a successful prop icitatiof the proposer
must be registered in the Central Contractor Registration (€ ws Federal
Government contractors or firms interested in conduc rovide basic

information on business capabilities and financial i
call 1-888-227-2423.

SBIR awardees must report inventions to th
inventor’s report to the awardee. T
paper documentation, including fax,
www.iedison.gov. '

General. Thig

rd of an SBIR contract, the Government may request the
ational, management, personnel, and financial

igate the Government to make any specific number of awards. Also,
awards under this program are contingent upon the availability of funds.

e. Unsolicited Proposals. Unsolicited proposals will not be accepted under the SBIR
Program in either Phase | or Phase II.

f. Duplication of Work. If an award is made pursuant to a proposal submitted under this
Program Solicitation, the contractor will be required to certify that he or she has not
previously been, nor is currently being, paid for essentially equivalent work by an agency
of the Federal Government.
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g. Classified Proposals. Classified proposals for Phase | are not accepted under the HSARPA
SBIR program.
6.0 SUBMISSION OF PROPOSALS

Each proposal must be submitted on the HSARPA electronic submission website at
http://www.hsarpasbir.com and contain a completed:

« Proposal Cover Sheet,
. Technical Proposal, and
« Cost Proposal.

The website will assign the cover sheet a proposal n
throughout the submission process. Prepare the tec

proposal file. Technical proposals should
should have the company name and propo
should be in Portable Document F
check on each technical proposa

ets) in the header, and
e for performing a virus
ded file will be scanned for

ge a file is overwritten, the previous version is
proposals in any way must allow enough time

the HSARPA website by the specified closmg time. Complete submission means that
the entire proposal (including the following three (3) parts: cover sheets, technical proposal, and
cost proposal) has been properly completed and fully transmitted to the HSARPA submission
website. The solicitation deadline is firm. As the close date draws near, heavy traffic on the web
server may cause delays. Plan ahead and leave ample time to prepare and submit your proposal.
Offerors bear the risk of website inaccessibility due to heavy usage in the final hours before the
solicitation closing time. In accordance with FAR 52.215-1, offerors are responsible for submitting
proposals, and any modification, or revisions, so as to reach the Government office designated in
the solicitation by the time specified in the solicitation. Any proposal, modification, or revision
received at the Government office designated in the solicitation after the exact time specified for
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receipt of offers is "late™ and will not be considered unless it is received before award is made, the
Contracting Officer determines that accepting the late offer would not unduly delay the
acquisition; and —

(1) If it was transmitted through an electronic commerce method authorized by the solicitation,
and it was received at the initial point of entry to the Government infrastructure no later
than 5:00 p.m. one working day prior to the date specified for receipt of proposals; or

(2) There is acceptable evidence to establish that it was received at the Government installation
designated for receipt of offers and was under the Government's control prior to the time
set for receipt of offers; or

(3) Itis the only proposal received.

Acceptable evidence to establish the time of receipt at the Govefrity udes
documentary evidence of receipt maintained by the installatign, : i

proposal number) to confirm that the proposal packa I posals may be
withdrawn by written notice received at any time: K s may also be withdrawn
in person by an offeror or his authorized re iS made known and
he signs a receipt for the proposal. A

Any modification or revision may not mak pages. Notwithstanding
the above, a late modification of an vhich makes its terms more
favorable to the Government will imei eceived and may be accepted.

Informatig roposal Status
d award of ¢gntracts will be expedited, but no information on proposal

An unsuccessful® that submits a written request for a debriefing within 30 days of being
notified that its proposal was not selected for award will be provided a debriefing. The written
request should be sent to HSARPA.. An offeror that fails to submit a timely request is not entitled
to a debriefing, although untimely debriefing requests may be accommodated at the Government's
discretion.

Correspondence Relating to Proposals

All correspondence relating to proposals should cite the SBIR solicitation number, proposal
number, and specific topic number.
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7.0 SCIENTIFIC AND TECHNICAL INFORMATION

Scientific and technical reference information is provided with each individual topic provided in
Section 8.0.

8.0 TECHNICAL TOPICS

This section contains detailed topic descriptions outlining the technical areas in which HSARPA
requests proposals. Topics are listed and numbered separately.

HSARPA invests in programs offering the potential for revolutionary changes in technologies that
promote homeland security or accelerates the prototyping and deploym chnologies that
reduce homeland vulnerabilities. Thus, the HSARPA SBIR goal is fg “@sfmany innovative
research ideas and concepts that promote homeland security wﬂQ ' :
commercialization.

HSARPA has identified technical topics to which small b

subject matter may be considered to be a “critic
citizens in the performance of an HSARPA SB

proposal as specified in Section 3.5.b(7) of |
eligible for proposal submission is included
These are the only topics for which proposa

ELECTRONIC SUBMISSION ost proposal 1S REQUIRED
Only proposals submitted throu issi
will be accepted or considered
with the instructions below.

HELPFUL HINTS:

sé individuals in your
the topics currently
topic descriptions.

Phase | |
HSARP ell proposa must be invited by the respective Phase | HSARPA Program
Manager. pns will be based on the technical results reflected in the Phase | draft

and/or final repo fluated by the HSARPA Program Manager.

Prior to receiving a contract award, the small business MUST be registered in the Centralized
Contractor Registration (CCR) Program. You may obtain registration information by calling 1-
888-352-9333 and pressing 3 or Internet at www.ccr.gov.

SBIR proposals will be processed and distributed to the appropriate technical office within
HSARPA for evaluation and action. Evaluation will be done by Government personnel. A
support contractor who has signed appropriate non-disclosure agreements (NDASs) and non-
conflict of interest forms will handle the proposals for administrative purposes only. HSARPA
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selects proposals for funding based on technical merit and the evaluation criteria contained in this
solicitation document.

As funding is limited, HSARPA reserves the right to select and fund only those proposals
considered to be superior in overall technical quality and highly relevant to the DHS mission. As a
result, HSARPA may fund more than one proposal in a specific topic area if the technical quality
of the proposal(s) is deemed superior, or it may not fund any proposals in a topic area. Each
proposal submitted to HSARPA must have a topic number and must be responsive to only one

topic.
« Cost proposals will be considered to be binding for 180 days from closmg date of
solicitation.
« Successful offerors will be expected to begin work no later 4ira ontract
award.

« For planning purposes, the contract/grant award proc
to 60 days from issuance of the selection notificatig#

The HSARPA SBIR Program plans to implement a F
attract matching cash from an outside investor for t

H-SB04.1-001
H-SB04.1-002

ROSOL COLLECTORS FOR

H-SB04.1-003 A
S AND PERSONAL MONITORING

)
SnggCOMPARTMENT INSPECTION DEVICE

PVANCED SECURE SUPERVISORY CONTROL AND DATA
CQUISITION (SCADA) AND RELATED DISTRIBUTED CONTROL
SYSTEMS

23



SBIR TOPIC NUMBER: H-SB04.1-001

TITLE: NEW SYSTEM/TECHNOLOGIES TO DETECT LOW VAPOR PRESSURE
CHEMICALS (E.G,, TICS)

TECHNOLOGY AREAS: Chemical Defense, Sensors

OBJECTIVE: Develop a new system for the rapid and accurate detection of low vapor pressure
chemicals, particularly toxic industrial chemicals.

DESCRIPTION: Most traditional chemical point detectors are designed to alert upon sensing a
vapor phase analyte. This approach requires that the vapor flux of the a Dbe sufficient to
permit detection schemas with low false positive alert rates to operatg d background.

serve well for Iow vapor pressure (LVP) chemicals. These speci
pressures of 10° to 10° mm Hg at ambient temperatures and

vapor flux of such compositions are unadaptable to
proposals from SBIR bidders that are directed at alte to detect
such compounds. g i

PHASE I: Develop a concept for an LVP ¢
performer will propose a conceptual detectd
will be performed and a preliminary design
final report, plans for Phase Il wi
either must be demonstrated or
systems.

PHASE II: The design from P
validation of design issues will
finalize the design ar

esign of the concept
erated. As part of the
ieace/engineering for design
d/or references to comparable

9

g S

zed. % appropriate engineering testing and
ical design review will be performed to

ill demonstrated.

echnology products or services developed
mercial, as well as homeland security applications. For
g low-vapor pressure agents would fill a niche not

sportation nodes. That usage could contribute to reduced manpower
fid integrity monitoring, as well as reductions in hazards to employees
gities. This type of system might also be marked to state and local

Governments for much the same purpose.

REFERENCES: Use web-sites or references easily found through the National Technical
Information Service (NTIS) or the Defense Technical Information Center (DTIC).

KEYWORDS: Toxic Industrial Chemicals, TICs, Low-Vapor Pressure, LVP
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SBIR TOPIC NUMBER: H-SB04.1-002

TITLE: CHEM-BIO SENSORS EMPLOYING NOVEL RECEPTOR SCAFFOLDS
TECHNOLOGY AREAS: Chemical and Biological Sensors

OBJECTIVE: Provide a definitive demonstration of advantages of alternative receptor scaffolds in
a prototype chemical or biological sensor.

DESCRIPTION: Currently fielded receptor-based chemical and biological sensors employ
antibodies as receptor scaffolds to bind agents. This approach, although acceptable for short-term
solutlons suffers from inherent dlfflcultles These mclude 1) the d|ff| de eloplng and

directed evolution to optimize monoclonal antibodi%gg
Within the past few years a number of alternativ

Despite this fact, these alternative receptor
available sensors, and part of the S&T com
demonstrated to function as we i

PHASE I: Demonstrate the effi
in chemical and biological sens
employ receptors for chemical
sensor systems, and demonstrate
alternative receptogs,

plications. Phase | examples must
hich there already exist antibody-based
lar advantages accrue from employing the

1. Looger, L.L., Dwyer, M.A., Smith, J.J., Hellinga, H.W., Computational Design of Receptor

and Sensor Proteins with Novel Functions, Nature. 2003 May 8; 423(6936):185-90.

2. Rajendran, M., Ellington, A.D., Selecting Nucleic Acids for Biosensor Applications, Comb
Chem High Throughput Screen. 2002 June; 5(4): 263-70.

KEYWORDS: Chemical Sensor, Biosensor, Receptor Scaffolds, Antibody Alternatives.
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SBIR TOPIC NUMBER: H-SB04.1-003

TITLE: ADVANCED LOW COST AEROSOL COLLECTORS FOR SURVEILLANCE
SENSORS AND PERSONAL MONITORING

TECHNOLOGY AREAS: Sensors

OBJECTIVE: Develop a next generation of low cost, low power consumption aerosol collector-
concentrators. These collector-concentrators will collect large input air volumes capturing most
of the aerosol particulates in the respirable range in a significantly reduced output stream of

either air or liquid.

DESCRIPTION: Currently available aerosol collector-concentra
typically expensive and sub-optimal in their collection efficienci
Most current components rely upon precise and expensive mac

stage for surveillance sensors systems, high input colle
translate directly into higher sensitivity devices. ﬁg

PHASE I: Develop a design for a low cost,
collector-concentrator which has low power go¥
key sub-components for the aerosol collec

PHASE IlI: Build and characterize a p
demonstrate a path to low manufacé ‘

REFERENCES: Use web-site found'through the National Technical
Information Service (NTIS) or the Bef | Information Center (DTIC).
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SBIR TOPIC NUMBER: H-SB04.1-004

TITLE: COMPUTER MODELLING TOOL FOR VULNERABILITY ASSESSMENT OF
U.S. INFRASTRUCTURE

TECHNOLOGY AREAS: Modeling and Simulation Technology

OBJECTIVE: Develop and validate a modeling tool to automatically derive the likely targeting of
critical U.S. infrastructure by specific terrorist groups and across general terrorist tactics (e.g.,
suicide bombing, etc.). The resultant model will yield a risk distribution based upon the targeting
signatures of specific terrorist groups and general terrorist tactics acr e terrorist groups
mapped against specific U.S. infrastructure. Projected benefit of th will be to
augment current force protection strategies to include vulnerabllgé i
allocation.

U.S. assets (CONUS and OCONUS). These attacks h%
characteristics: Government, Military, and a variety @i :
transportation, financial, and entertainment. As a result ‘States s increasingly

mining, link analysis, and pattern matchin iti identifying potential
vulnerabilities on a case-by-case basis. How
of supporting the U.S.’s need to d ability analysis based upon the

gatening the U.S., especially those

and temporal analysis into a single
target analysis model In an effo ve of this SBIR, research may draw upon

yield a significa
analysis, trend a”?]al |

n of these signatures against U.S. assets.

target analysis system to include the projected data

t least two terrorist organizations spanning at least a three
nformation.

the targeting S|gnatures of each of the three terrorist groups to one or more major U.S.
metropolitan areas. The implementation must include complete documentation to allow for direct
replication of methods and results across each group. DHS anticipates that this work will be done
at Secret level.

PHASE I1l COMMERCIAL APPLICATIONS: The development of a real-time target analysis
tool will have a very strong commercial potential with applications such as law enforcement
(security agencies such as DHS, FBI, DEA, and Secret Service), municipal planning, emergency
management response (FEMA), international corporations, and non-government organizations
(Red Cross). The generation of group-specific target projections for major U.S. metropolitan areas
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will allow both Government and private industry to better assess their risk and thus better focus
their indication and warning projections and associated security resources.

KEYWORDS: Target Analysis, Force Protection, Threat Assessment
REFERENCES:

1. Brown, D.E., (1998). The Regional Crime Analysis Program (RECAP): A Framework for
Mining Data to Catch Criminals. IEEE, 2848-2853.
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SBIR TOPIC NUMBER: H-SB04.1-005

TITLE: MARINE ASSET TAG TRACKING SYSTEM
TECHNOLOGY AREAS: Tags, Shipping Container Tracking

OBJECTIVE: Develop and prototype Tag System (using RF, IR or other modality) for shipping
containers that will operate in the marine environment while (a) being loaded stacked aboard
ship, (b) on board deck of a ship in a stack, (¢) unloaded, and (d) moved and stacked in shipping
terminals.

DESCRIPTION: Present shipping container tag systems require a cl al from a GPS
satellite for positioning and a similar clear line of sight for satellite, catigl

intermittently while at sea. If an inspectio
warning or irregularities in a manifest for ex
container and its approximate positi

sea or in a termina
container being b -
g urity and cargo condition tracking.

This SB Ks'far i ions.to allow monitoring of containers while stacked, either

afloat nation of three integrated elements: (1) a Container Tag,
(2) a Net, and (3) a Data Center

The Co power signals (RF, IR, or other) that would allow transmission
and prop n between the stacked containers. The frequencies used, power and signal
characteristics ai of Phase | of the SBIR. The Container Tag would respond to a query

polling with a ur ntification number, authentication, and status. The Container Tag
would have interfaces with environmental and security sensors and be able to interrogate and
pass data from these sensors. These sensors may monitor the condition of the container, record
critical parameters (high temperature, shock, vibration, etc.) and events (movement, security
breach). While these adjunct sensors are not a subject of this SBIR, the Container Tag must
provide a means to interface with, query, and pass data from a variety of such sensors.

The basic Container Tag functions are: upon query transmit: (a) a unique 1D number with
authentication (responding to a code in the query signal?), (b) a timing / location signal, (c) tag
status, (d) battery condition, (e) any stored sensor messages, and if requested (f) query interfaced
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sensors. The Container Tag must be battery powered and have a lifetime of one year. It must
have propagation and signal characteristics which will allow it to pass data between stacked
containers to an antenna outside the container stack.

The Local Transmitter and Receiver Net would be mounted on board the ship and at the terminal
facility. It would have an antenna and transceiver network which would allow it to receive and
query the Container Tags while stacked on deck or in the terminal. (Query in the hold of the ship
may be more difficult, but possible). The Local Transmitter and Receiver Net should have the
ability to locate the container and tag on board the ship or in the terminal to within one container
(one stack and level). The Local Transmitters and Receiver Net may be physically configured in
any number of topologies of transmitters, receivers and antennas, both hip and ashore

automatically query and collect data from a container while the g
or unloaded. Local Transmitter and Receiver Net will coll
container information to the Data Center using a satellite
Transmitter and Receiver Net will have one or more prog
collect data from the Container Tags, format bills the facility

or aboard the ship, their positions, unique ID’s, any 3 istory of
movement. The Local Transmitter and Recei ip wi o0 have a GPS
receiver which will provide the ship locati tter and Receiver
Net should be capable of receiving and respgnding to queries a er position and status

from the Data Center.

The Data Center resides at a shi cility. It receives information
from the Local Transmitter an i shippi fties and ships at sea, correlates
the container information with i i “ship lnformatlon It transmits with

determined).

PHASE I: Devel sign for the marine asset tracking system.
Conduct a trade Study i g determining frequency, signal and data

characteristi esign authéntication and security features. Estimate lifetime and
interfac Design the Local Transmitters and Receiver Net for
aship a

PHAS iner Tag and Local Transmitters and Receiver Net, installing

and de , te container facility.
PHASE I _ APPLICATIONS: Complete the Global Data Center, interface with
other containe elop and operate a pilot program with a shipping line.

REFERENCES:
1. Institute for Electronics and Electrical Engineers Standard IEEE 1451.2-1997

KEYWORDS: Shipping container, Intermodal cargo, security monitoring, Radio frequency tags,
marine transportation
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SBIR TOPIC NUMBER: H-SB04.1-006

TITLE: AIS TRACKING AND COLLISION AVOIDANCE EQUIPMENT FOR SMALL
BOATS

TECHNOLOGY AREAS: Maritime Platforms

OBJECTIVE: Develop for use on small boats an inexpensive marine vessel tracking and collision
warning device. The device’s design is based upon the definition of an Automatic Identification
System (AIS) “Class B Basic” unit as established by the International Electrotechnical
Commission. A “Class B Basic” device is intended to meet the mini irements for a
mobile AIS device. The goal of this research is the production of uni 8tail cost of less

DESCRIPTION: Automatic Identification System techn i§, prove the
safety and security of mariners. Significant operationa ni rial can be
found in the first two references below. Efforts are ional
Electrotechnical Commission (IEC) to develop a mini or AIS

tdisrupting the AIS
performance needed by professional marin ng the minimum
requirements, and IEC participation as par :
developed during this research must be desig
Basic” test criteria as defined in th mmission 62287 international
ic identification system (AIS) —
Operational and performance i : d required test results.” For
example The “Class B Basic” egli i :
“Class B Basic” also allows for
the “Class B Basic”
Basic” does not r§

the navigation pf

developed under this research must include
operation in U.S. waters. The “Class B
ures that improve the user interface or improve
, estigate the ability of the unit to monitor all

ues of providing the user with automatic maneuvering

/ pr|V|Ieged stat ch should also address the human factor and cost issues of
information to the

earch will consist of developing:

zhniques and methods that enable the manufacturing of economical

t the testing requirements for an IEC 62287 “Class B Basic” AIS
unit, S

. presentation methods for delivering navigation warnings and recommendations to the
user,

. algorithms / methods capable of detecting hazardous navigational condition, and

« recommendation synthesis methods that can assist the user in making intelligent
navigational decisions.

PHASE II: The design from Phase | will be constructed and pre-production units subjected to the
IEC certification tests as described in IEC 62287.

31



PHASE 11l COMMERCIAL APPLICATIONS: The collision avoidance and vessel tracking
capabilities will serve to improve the safety of individuals operating their small vessels, such as,
recreational boats, and other vessels that are not required to carry and operate Class A units by
statute and/or USCG regulations. The wide use of these devices will improve the ability for
waterways management and security operations to maintain persistent surveillance of large and
small vessel movements using a common sensor infrastructure.

REFERENCES:

International Association of Marine Aids-to-Navigation and Lighthouse Authorities (IALA), IALA
Guidelines on the Universal Automatic Identification (AlS) - Volume 1, Operational
Issues. (available free at: http://www.iala-aism.org/mainsite/page x

english/p4/p4f4.htm )

ITU-R Recommendation M.1371-1, Technical charactg sti ivers i automatic
identification system using time division multiple actessii i
(available for a fee at: http://www.itu.int/publicati

universal automatic identificatio ¢ ti performance requirements,
methods of test and required te
http://www.navcen.uscg.gov/

ission 62287,
Operatio

International Electrotechnical

shipborne equipment of the universal
nd performance requirements, methods of test

‘group 8A)

System, AIS, MDA, Class B, vessel tracking, collision
b
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SBIR TOPIC NUMBER: H-SB04.1-007

TITLE: SHIP COMPARTMENT INSPECTION DEVICE
TECHNOLOGY AREAS: Maritime Platforms

OBJECTIVE: Develop a handheld, man-portable instrument that can accurately analyze &
provide information on material hidden from vision behind walls, bulkheads, etc. Any device or
instrument must minimize disruption of commercial and private properties yet ensure full space
accountability. The equipment will be used by a broad range of Coast Guard personnel with little
or no advanced technical education and should require minimal trainin come efficient in its
operation.

DESCRIPTION: Individual or organizations engaged in smugg;
contraband have developed countless ingenious methods for

vessel is not carrying illegal migrants or other contraba I ainers, and
tanks must be subjected to visual inspections or mvggg 3 i penings,
inspection ports, etc. to ensure space accountability. T i uming, resource
intensive, and have a high probability of causi cargo, and/or injury

to boarding team members. A technology, of d i e the time, amount of
resources, minimize damage and enhance th
Proposed solutions must be capable of detec
bottoms, false walls, etc. and pro
tanks, compartments, and even
degradation in data quality or d
and other hard to access areas (

PHASE I: The Phase | researc

n the complex shapes of ship
erator without a loss or
aterials internal to tanks, holds

formal design of

expected perfe t, plans for Phase Il will be proposed.

be finalized. All appropriate engineering testing and
ep med. A critical design review will be performed to
typeseinit will be manufactured.

al application of this technology in non-intrusive container mspectlon
REFERENCES:
1. Hidden Compartments Handbook; U.S. Navy; ONI-2540-001-00, 1999

2. USCG Research & Development Center; Ultrasonic Flashlight Probe (UFP)
Report No. 5630.5.7-03-01 (Internal USCG Report), 2003

KEYWORDS: Non-intrusive, Space accountability
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SBIR TOPIC NUMBER: H-SB04.1-008

TITLE: ADVANCED SECURE SUPERVISORY CONTROL AND DATA ACQUISITION
(SCADA) AND RELATED DISTRIBUTED CONTROL SYSTEMS

TECHNOLOGY AREAS: Sensors, Control Systems, Networking, Cyber-Security

OBJECTIVE: DHS is seeking innovative ideas to protect SCADA systems from attack.
Approaches should reduce the vulnerability to cyber (hacking, etc.) and/or physical (power
overload, etc.) attacks. Proposals must have the potential to develop low cost affordable solutions.
As SCADA systems are often built from sensors and actuators from solutions are
sought that are not vendor specific. In addltlon DHS is seeking inngh '

dlstrlbutlon food processing, etc.).
DESCRIPTION: SCADA is a term used to describe ¢

integral to many critical infrastructures (e.qg., electriga pipelines
etc.). Depending on the specific installation and i " 1s alge carry the
moniker of distributed control systems (DCS): n be delineated, for
the purpose of this SBIR Topic, SCADA an DA systems.

Historically the primary motivation behind
on and off, has been one of conveni
systems are now sharing the sa
efficiency and allow systems a
remote locations. What has be
systems and the critical infrastrug

PHASE I: Develop &

reason that many SCADA
and e-mail servers is to increase

epresent a significant target for any adversary.
DA systems. During the first phase, the

performer will Prof 3 al design of the concept will be preformed and
a prellmlnary igne enerated. As part of the final report, plans for
Phase 11 wil

i g .
PHASEI: The design fro be finalized. All appropriate engineering testing and
valida ormed. A critical design review will be performing to

of design issues w

finaliz e hardware and/or software will be constructed and tested
PHASE ‘ MI\/IERCIA' APPLICATIONS: The prototype hardware and/or software from
Phase Il w ar production quality and a series of qualification tests will be

performed to va design and its performance. As the majority of our Nation’s critical
infrastructure is privately owned, the largest market for successful technology from this SBIR
Topic will be the commercial sector.

REFERENCES:

1. National Infrastructure Protection Center, Terrorist Interest in Water Supply and SCADA
Systems, Information Bulletin 02-001, 30 January 2002:
http://www.nipc.gov/publications/infobulletins/2002/ib02-001.htm

2. AGA/GTI SCADA Security Initiative: http://www.opusss.com/scada_security.htm
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3. UTC SCADA Security Conference:
http://www.utc.org/index.v3page;jsessionid=g3bnp9ffoxup?p=31808

KEYWORDS: SCADA, distributed control systems, cyber-security
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HSARPA FY2004.1 Phase | SBIR Checklist

Page Numbering
] Number all pages of your proposal consecutively

[ Total for each proposal is 25 pages inclusive of cover sheets, technical proposal, cost
proposal and resumes

] Beyond the 25 page limit do not send appendices, attachment
references

Proposal Format:

[ Cover Sheet, Technical and Cost proposals MUS
http://www.hsarpasbir.com

The Technical Proposal addresses:
[ Identification and Significance of Pr
[] Phase I Technical Objectives
[ Phase 1 Work Plan
[ Related Work
] Relationship with Futu
[J Commercialization Stratt

hows detailed cost breakout and the total cost is also listed on the
Cover Shee
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